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Abstract. We describe a type system for checking interference using
the concept of linear capabilities (which we call “permissions”). Our in-
novations include the concept of “fractional” permissions: reads can be
permitted with fractional permissions whereas writes require complete
permissions. This distinction expresses the fact that reads on the same
state do not conflict with each other. One may give shared read access
at one point while still retaining write permission afterwards. We give an
operational semantics of a simple imperative language with structured
parallelism and prove that the permission system enables parallelism to
proceed with deterministic results.

1 Introduction

In this paper we describe a new way to check effects on mutable state (reads and
writes) in imperative code for the purpose of determining when two segments
of code are non-interfering. This information can be used by a compiler for
scheduling purposes, or by a refactoring tool when reordering code. Analysis is
made modular by having an effects specification for each procedure. Thus two
tasks must be performed: checking that a procedure meets its effect specification;
and the original task—checking interference for two statements.
Previous work suggests two different models:

effect-based In this model, one infers effects for statements. Effects inference
has been studied extensively for functional languages [1,2]. For a modular
analysis, inferred effects for a procedure body are then checked against the
declared effects. Interference is checked by comparing inferred effects. Each
statement is type-checked in context I" and produces a set of effects ¢. For
interference checking, a side condition 1 #p2 is used to check that if there
is a write in one set of effects, the other set includes no reads or writes on
the same state:

FFSl!QDl FFSQ!QDQ @1#@2
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See for example Reynolds syntactic control of interference [3], our earlier
work [4] or Clarke and Drossopoulou’s JOE [5].

permission-based In this model, one checks a statement to see if it can be
executed under a given set of permissions. (For example, consider the lock
checking of Flanagan and Abadi [6], or Boyapati et al [7,8].) A procedure
is checked by determining whether the body can be typed using the de-
clared effects (viewed as permissions). To determine if two statements can
be executed in interleaved fashion, we see if the set of permissions can be
partitioned into two sets, one for each statement:

Hl F S1 HQ H S92
I, I15  s; does not interfere with s

The permissions are treated as linear keys: they cannot be duplicated, or
discarded. See for example Walker, Crary and Morrisett’s capability language
(CL) [9], Ishtiaq and O’Hearn’s use of “bunched implication” (BI) logic [10],
or Reynolds’ “separation logic” [11,12].

These two models are almost duals of each other (especially when the typing rules
given above are seen simply as relations) but the practical difference between
checking effect conflict ¢1#- and splitting of permissions I, Il> causes the
two approaches to be incomparable.

1.1 Problems with Effects and Permissions

Our earlier work [4] used an effect-based system: effects inferred for a method
body were checked against the method’s declared effects and two statement
effects were compared to see if they conflict or not. When effects were compared,
we needed the answer to an aliasing question to determine if there was overlap
and hence conflict. Consider the following two compound statements:

{ ...; *x =10; ... } { ... xy =42; ...}

In order to determine whether these statements interfere, we need to know
whether x could be the same as y. More precisely, we need to know if the set of
cells that x could point to at the point that the assignment *x = 10 occurs, could
overlap the set of cells that y could point to at the second assignment. We call
this kind of question a “MayEqual” question [13]. One simple way to answer the
question conservatively is to use the fact that objects of different type cannot be
aliases of each other. This approach is used by Clarke and Drossopoulou where
the addition of ownership parameterization allows for fine type distinctions. But
any less conservative analysis, such as a Steensgaard’s “Points-To” analysis [14],
will need to examine the code. In fact, to do a good job at MayEqual, one needs
to know about data dependencies, in particular, about effects. Thus we are left
with the unsatisfying result that the inferred effects do not in themselves include
enough information to perform the interference checking; we must combine the
effects analysis with an alias analysis.



An alternate technique is to use permissions. Each individual permission
applies to a single part of the store and thus the mere existence of two separate
(write) permissions ensures that they do not refer to the same area of storage.
In order to handle allocation and deallocation which manufacture and consume
permissions respectively, we check statements with an input and output set of
permissions: IT - s = II' means that s can be executed given permissions IT
after which permissions II’ are available.

A problem that arises is how to distinguish reads (which do not conflict
with each other) from writes (which conflict with each other and with reads).
For example, Reynolds’ separation logic [12] (unlike his earlier work [3]) does
not permit one to separate two side-effecting computations that read the same
state. Two different solutions have been used in previous work:

— Permit a linear key (giving write permission) to be coerced into a nonlinear
key, which then permits only reads from this point forward. (This approach
is possible using subtyping in CL.)

— Permit a linear key to be treated non-linearly in a bounded context. Wadler’s
let! construct [15] permits a linear variable to be used nonlinearly by code
that only needs read access. SCIR [16] permits a linear key to be moved
into a non-linear section while type checking a statement that only needs
read permission. CL uses bounded quantification to pass a unique region
to a function that can use any kind of region. (Thus CL supports both
approaches.)

In the first case, we irrevocably lose the permission to write. In the second case,
it is restored after the section needing read-only access is done. This “ampli-
fication” is sound as long as the context needing read permissions is not able
to retain this permission for later use. For instance let! forbids the code using
the variable nonlinearly from (among other things) returning a function, since a
reference could be hidden in the closure. CL does not permit a closure to hold
capabilities at all. Neither does it permit a capability variable to be used wher-
ever its bound can be used. Assuming r" is a duplicable capability, CL permits
the contraction rule on the left, but not the right:
rtort I Fs= I e<rt ert IIFs=1II

T — OK ; NoTOxK
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A system that permits a linear capability to be treated non-linearly will need
to use some rules that are at the surface-level, unmotivated. The problem is
(speaking roughly) that if a permission is arbitrarily duplicable, then there is no
way to determine if one has all the copies.

One is left with the unpalatable choice between conservatively surrendering
write permission irrevocably, and conservatively restricting the type system.

1.2 Fractional Permissions

Our solution to this dilemma is to avoid non-linearity: read permissions are
not duplicable. The major innovation of this paper is to show how one can



manufacture arbitrarily many read permissions without copying a permission:
we split permissions. Each piece has a definite fraction and thus we can determine
if all the pieces have been recovered and reconstruct the whole permission. This
property is enabled by adding a single substructural rule:

m=em, (l—¢)r

where ¢ is some fraction between zero and one (exclusive) and 7 is a permission.?

This solution gives a simple explanation of why writes conflict with reads and
writes, but that reads do not conflict with each other: two pieces can co-exist
but one cannot have the whole thing at the same time as another piece of it.

Consider a procedure requiring read permission to a cell and returning this
read permission as well as read permission to some unknown cell. We don’t have
a “contraction” rule in this system and thus cannot take a read permission and
convert it into two read permissions that are identical to the first. Instead if one
wants to get two read permissions from one, one needs to split it into smaller
permissions. Thus if the second result returned by the procedure is an alias
of the parameter, it will be unable to return the entire read permission of the
parameter; it will have to return a smaller fraction (which will at least appear
as a different fraction than was delivered to the procedure). Even if the caller
had write permission to the parameter before the call, afterwards, it will not be
possible to reassemble an (unsafe) write permission.

On the other hand, if the second returned permission is not an alias of the
parameter, it will be possible to return the same read permission that was passed,
and the caller will be able to reassemble a write permission.

1.3 Contributions
The contribution of this work are as follows:

— We provide a way to check read-write effects with permissions—there is no
need for a MayEqual analysis.

— We provide a new substructural rule for permissions-like systems to enable
sharing of read-only state without needing to include non-linear permissions.

— We provide a way for a writable key to be temporarily made read-only while
still being able to track all the copies, thus preventing unsoundness if a read
permission is retained in some way.

— We present the idea in a simple language with aliasing, procedures and paral-
lel computations. We give an operational semantics and define a permission
type system (including simple existential return values) and prove soundness.

— We prove that checkable parallel constructs do not interfere: execution leads
to deterministic results.

! In this paper, we define a fraction to be a real number. The proofs would also all
work with rational fractions, or fractions with powers of two as denominators. Other
non-numeric encodings are possible, with suitable changes to definitions and proofs.



Section 2 describes the simple language, gives an operational semantics and
a permission type system. Then we prove the main result: that the type system
ensures non-interference. The following section describes a variety of extensions
made possible using fractional permissions. Section 4 reviews related work.

2 Types and Permissions

This section first describes the operational semantics of a simple language with
pointers to cells containing integers. Then it describes the permission type system
that can be used to check non-interference. We prove that this check of non-
interference permits the execution of two pieces of code to be interleaved.?

2.1 Operational Semantics

The language used to demonstrate the permissions system is a simple language
where source level global variables may point to allocated cells which hold in-
tegers. We have a (finite) set of variables V, an infinite set of (cell) locations?
L and a set of memories (stores) M which map variables to locations and some
(finite subset of) locations to integers (Z7):

source vars veV
locations lel
memory  (py,pr)=p € M =(V — L) x (L = Z) where Dom pp, D py (V)

where — denotes a partial finite function. The side condition ensures that a
memory does not have dangling pointers (here py (V) = {pyv|v € V}). We
permit p to apply directly to variables and locations. Thus if 4 = (uv, ) then
w(pv) is short for pr(uy v). The notation ufv — ] updates the pointer stored
in a variable and p[l — 7] updates the integer stored in a cell. We write 1 ~ po
to mean that two memories are isomorphic.*

A program consists of a (finite) set of procedures. Each procedure has a
statement for its body, and thus a program is represented by a map from each
procedure to a statement. (For simplicity, there are no local variables.)

procedures p € P
programs g€ G=P — S

One can allocate a cell, copy pointers or update cell contents. We have sequential
(;) and parallel (| |) composition, as well as conditionals and procedure calls:

statements S > s ::= v:=new | v:=v’ | *v:=¢ | skip
| s;8 |slls|ifbthenselses’ | callp

2 This paper has a separate appendix which contains the lemmas and proofs. URL:
http://www.cs.uwm.edu/faculty/boyland/papers/permissions-appendix.ps

3 In this paper, we do not model the possibility of running out of heap storage.

4 The precise definition of isomorphicity is given in the appendix.



Integer expressions include literals, additions and dereferencing of variables.
Boolean expressions permit pointer comparison or comparison with zero.

integer expressions e ::=n | e+e | *v
boolean expressions b ::= true | false | v==v' | e!=0

Figure 1 gives a small-step semantics for statements and expressions. A pair
(u, z) where p is a memory and x is a statement, an integer expression or a
boolean expression is rewritten as a new pair for one step of evaluation. The
rewriting for statements is subscripted with a program g because statements
may include procedure calls and a program maps procedure names to bodies.

The evaluation of new statements stores 0 into the cell to prevent a dangling
pointer. None of the other rules can introduce dangling pointers either. The
evaluation of parallel compositions is nondeterministic: either branch may be
evaluated one step further. The parallel composition can be eliminated once
both branches are done. The lack of dangling pointers means that evaluation
cannot get stuck.

Example Two different runs of the same parallel composition may yield dif-
ferent results. Consider the example in Fig. 2. If we evaluate it in a memory
where v4 points to the same cell as vl or v2, nondeterminism could lead to
different results. For example, consider p(vl) = pu(v4) =1y, u(v2) = u(v3d) = o,
w(ly) = p(la) = 1. If the left part is fully evaluated before the right, then at the
end *v1 will be 4. If the right part is fully evaluated before the left, the end re-
sult of *v1 will be 1. However, in other memories, nondeterminism in execution
leads to the same result. For instance, if all of the variables point to different
cells, then the execution of the two parts can be interleaved arbitrarily without
affecting the final result.

If we use an effect system to check interference, it first notices that neither
part writes a variable the other reads (a simple matter of matching names), and
thus the two parts only interfere if MayEqual(v1ly, v3s) V MayEqual(vly, v22) V
MayEqual(v21,v3s2) where the subscripts refer to the occurrences of the vari-
ables. A precise answer will require an alias analysis smart enough to determine
that v3, = v4; and such. An effect system simply does not provide sufficient
information on its own to determine interference. Reynolds’ original syntactic
control of interference has the same difficulty with this example.

On the other hand, Bl-logic or separation logic will fail to determine nonin-
terference since both parts need to access the cell pointed to by v2. These logics
do not distinguish shared reading from shared writing, and thus cannot deter-
mine that the sharing in this case is safe. (The sharing of v4 is non-problematic
since only the heap is partitioned.)

O’Hearn et al’s SCIR can handle this example by temporarily making v4
and *v2 read-only, but this solution is not sound in the presense of existentials
as seen in the discussion of Fig. 5.

If one were to define noninterference using the Walker et al’s capability lan-
guage (not its intended purpose), one encounters a problem with *v2. If the
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7 o (1, ex+ea) — (u, € +ea) (p,mi+ea) — (u,ni+es)
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(mye) = (u,€)
(n,€1=0) — (u,¢'1=0)

{1,81=0) — (i # 0)

Fig. 1. Evaluation

(xv1 := *v2; vl := v4) || (v3 := v4; *v3 := 3+%v2)

Fig. 2. Example program.



permission to read this value is represented by a duplicable capability 7+, then
there is no difficulty, but then write permission to *v2 can never be recovered.
On the other hand, if we have write permission in the form of a unique capability
r!, it does not seem to be possible to check noninterference in the example here
without irreversibly downgrading this permission. One can prove r! < {r* r*}
and use this with bounded quantification, but a capability such as € cannot be
split into two pieces, even if we know e < {rT r*}, without destroying it. A
split (similar to what occurs in SCIR) would result in unsoundness because the
capability language has existential return types (in the guise of polymorphic
continuations).

In the following section, we define a permission type system that can handle
such examples. Well-typed statements always have deterministic results.

2.2 Permission Types

We follow Smith, Walker and Morrisett [17] in using a singleton type ptr(p) to
type pointer variables containing the pointer to location p. (The permission type
system uses location variables in all places rather than actual locations.)

location var p € R

We have two kinds of base permissions: one to permit reading/writing of a source-
level variable v (and also to give its type) and one to permit reading/writing the
integer in a cell:

base permission 3 ::= v : ptr(p) | p

We do not use fraction constants, but make use of fraction variables which rep-
resent some fraction between zero and one, exclusive:

fraction var z € Z

Base permissions can be “multiplied” by fractions. Syntactically we distinguish
between fractions that may be complete (£) from ones that are strictly between
zero and one (g).

permission T =0
fraction & ==1le
partial fraction £ o e =z |1—¢|ee

A complete fraction permits writing (as well as reading), but a partial fraction
permits only reading.

A statement is permission-checked in an environment E consisting of a set
A of free location and fraction variables, and a “set” of permissions I1:

environment E ::= A; IT
context A C RUZ
permissions IT :=- |7 | II,II



We have three simple sub-structural rules on permission “sets”:
SIT =10
I, I = 1o, 1
Iy, (I3, IT3) = (I, 1), 113

We have the permission splitting operation on a complete environment only to
ensure we don’t split a permission using an unbound variable:

AF e frac
Asem, (1 —e)m, II = A, 1T

where we define e(£8) = (¢£)3 with €1 = . We also have rules for fractions:

ce! =¢'e

e(e'e”) = (ee)e”
(I1-(1-¢)=e¢
A procedure accepts a “set” of permissions and returns a “set” of permissions.

It is polymorphic in a type context (the V scopes over the whole type) and returns
existentially bound permissions. The program type maps procedures to types:

procedure type A 5 o :=VAI — JA.IT
program type w€ 2 = P— A

When we perform a call, we need to substitute actual partial fractions for fraction
variables and actual location variables for location variables:

substitution c € ¥’ = (R — R) X (Z — &)

As with u, we permit the pair to apply to either kind of variable, and we say
Dom (0g,07) = Domog UDomoy. Application is extended to permissions and
fractions, and to variables not in the domain:

op=pif p& Domopg ocz=z1if z ¢ Domoy cl=1
o(l—¢g)=1-0c¢ o(ee’) = (ce)(oe’) o-=-
o(v : ptr(p)) = v : ptr(o p) off=(0&)(0p) olLIl')=cIl oIl

Fig. 3 gives the rules for well-formedness of the various syntactic entities with
respect to a set of location and fraction variables. Essentially well-formedness
merely checks whether all variables are bound. Well-formedness of a substitution
checks that the variables in the domain context are mapped to well-formed
entities in the range context. Using this definition we extend substitution to
complete environments: if - o : A — A’ then o(A”; IT") = (A'U(A"—A); 0 IT").

Figure 4 gives the rules for permission-checking a program. Allocating a cell
(NEW) requires write permission on the variable and gets write permission on
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peA veV AF ploc-var AF ploc-var ze A
AF ploc-var At v : ptr(p) base-perm A+ p base-perm AF z frac
Al e frac At ¢ frac AF e frac
A1 frac AF g€’ frac AF1—c¢frac

AF e frac A F 3 base-perm
Al ef perms Al - perms

A ‘- IT, perms A+ II; perms
A& 11, I3 perms

A+ II perms ANA=0 A, A"+ IT' perms For all p € P, w p proc-type
FVYA.IT — 3A’. 11 proc-type F w prog-type

Domo = A For all p € A, A’ F or p loc-var For all z € A, A"+ oz 2 frac
Fo:A— A

Fig. 3. Well-formedness rules

the new cell. The singleton types for variables permit the system to keep track of
aliasing in the CoPY rule. The permissions are “threaded” through both parts
of a sequential composition but are split into two for a parallel composition and
then recombined.

For if statements, the environment is sent to both branches and the resulting
permissions may be different. Linearity prevents discarding permissions and thus
there must exist two substitutions o1 and o5 that can be used to represent each
branch’s result as an instance of the unified result. At a call, we need two sub-
stitutions: one to determine what the actual locations and fractions will be and
another to rename the existentially bound resulting variables. Permissions that
are not needed in a procedure around the call are preserved. The corresponding
rule PROC checks that it is possible to witness the existential variables.

Examples The example code previously shown in Fig. 2 can be permission-
checked using

II = 1v1 : ptr(p), 2v2 : ptr(p), 1v3 : ptr(p’), 2'v4 : ptr(p”), 1p,1p’, 19"

(here the key p’ needs to be divided between the two parallel parts because each
needs read access) but not using

II' = 1v1 : ptr(p), 2v2 : ptr(p’), 1v3 : ptr(p”), 2'va : ptr(p’), 1p, 19, 1p”

because the left part needs some fraction of p’ but the right needs the whole key.
This shows that the permissions system can check noninterference more precisely
than Bl-logic or separation logic, at least for examples such as this.



11

p fresh
A; v : ptr(p'), IT F, vi=new = {p} U A; 1p, 1v : ptr(p), IT

NEw

Cory

A; 1wz ptr(p), v : ptr(p)), I o vi=v' = A;lv : ptr(p’), €0 : ptr(p’), IT

E = (A;¢v : ptr(p), 1p, ') Ete:Int
UPDATE ————  — SKIP
Etky, *xvi=e = F Et, skip=>F

Et,s1=E E'by so=E"

SE
Etry, s1; sa = E" @

A I by sy = AL L A Iy by, s2 = Ab; I

Par
AT ITo by s1l 180 = AL U AL T IT)

A; ITH b : Bool AT+, 51 = Avr;01 13 A; T+, s2 = Ao o9 I3
As fresh AU As - IIs perms Foi: Az — Ay |—0'2:A3*>A21
F

A;ITH, if b then s; else s = AU Ag; 13

wp:VAl.Hlﬁaﬂz.JQH:; A3 fresh }—0'1 :Alﬂﬂ |—02:A3—>A2
A;o1 I, 1T Fy, call p = AU Ag;oq I3, 1T

IT = & vy @ ptr(p1), &2v2 : ptr(p2), Jrg E EFe:Int N b € {true, false}

OoTEQ Boo
A; IT+ v == vy : Bool FE F e!=0: Bool FE Fb:Bool
Et e :Int Et e :Int IT = &v : ptr(p), & p, I’ nez
PLu DEREF——— — INT
E F ej+es : Int A IT = *v: Int EtFn:Int

A1;H1|—ws:>A/1;aH2 ATNA =0 Fo:Ay, — A}
}_w S VAl.H1 i HAQ.HQ

Proc

Forallpe P, -, gp:wp
Proc

Fg:w

Fig. 4. Permission-Checking a Program

CALL
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galias =v2 := vl

gnoalias = v2 := new

ap = V{p, p’,z,z/}.zvl s ptr(p), 1v2 : ptr(p’), 2'p
non

1
— 3"y, 9 y" } vt ptr(p), v2 : ptr(p”), yp, v’ 0"y p
Qg = V{p, p',z,z/}.zvl s ptr(p), 1v2 : ptr(p’), 2'p
)

! "o

— 3{p",y, v " }oavi ptr(p), Iv2 : ptr(p”), 2'p, v "y p

Fig. 5. Two simple procedures and their types

The next example, Fig. 5, gives the code for two procedures: one that returns
(v2) an alias of its parameter (v1); and one that returns a new cell. The procedure
alias has the first type a1, but the second procedure noalias has both types a;
and as. Both procedure types a; and as require permission to read v1 and write
v2 and to read the cell that v1 points to. Both procedure types also say that
the read permission for vi and the write permission for v2 are returned to the
caller as is read permission for the cell pointed to by (the presumably changed)
pointer in v2.° The two procedure types differ only in what fraction is returned
of the read permission for the cell pointed to by v1. The first procedure type does
not specify how “much” is returned; the new fraction is bound existentially. The
second procedure type specifies that the same fraction coming in is returned. If
one has write permission to the cell pointed to by v1 and calls a procedure with
type «, one can recover write permission after the procedure is complete, but
if the callee has type a1, one cannot.

In Walker et al’s CL, one can formulate corresponding procedure types that
either permit or forbid aliasing in the result region/value. Polymorphic contin-
uations gives roughly the same power as existential return types.

In an effects system, the procedures would not need to have read permission
on the cell pointed to by v1 because it is not accessed; the types would be much
simpler, but then this information must be recovered by the alias analysis used
to answer MayFEqual questions. A similar situation occurs with separation logic
or Bl-logic: information about the heap is not needed to type either procedure
but any potential aliasing after the procedure is finished is not described.

Recall that in SCIR, a writeable variable may be given a read-only type
temporarily. This rule is not sound if we add the ability to pack a copy of a
read-only permission in an existential (as in procedure type «;), and to unpack
it later. After the write permission is recovered, the read-only permission could
be mistakenly seen as not interfered with. In our system, in contrast, even read-

® The reason why the procedures need to return two permissions to p” is because
a fraction variable can never refer to 1. If fraction variables could be one, then a
fraction 1 — z could be zero and render the permission type system unsound.
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only permissions cannot be duplicated; if read-only permission is retained, the
procedure is unable to return as “much” of the permission as it received from
the caller, making it impossible to recover the write permission.

2.3 Consistency

In order to prove correctness of the type system we need to use a typing invariant
with regard to a memory. A memory p includes the values of pointer variables,
but the type system introduces new variables: key variables and fraction vari-
ables. Let ¥ be mappings (partial function) from location and fraction variables
to locations and numbers between zero and 1, respectively:

type variable map ¢ € ¥ = (R — L) x (Z — (0,1))

As with memories, we treat the pair of mappings as a single mapping with both
types. We extend a mapping ¢ to run on fraction expressions (¢ ¢ € (0, 1]):

P1=1
P(ee’) = (Ye)(¥e')
Y(l—¢e)=1—-1e¢

These rules ensure that 1) works the same on equivalent fractions: £ = ¢’ =
P(&) = P(&'). We further extend a mapping to apply to permissions. Now instead
of getting a single value, we get a value for each variable or cell. Thus the result
is a function from variables and locations to real numbers: ¢ IT : (VUL) — IR).
The function is made total by mapping all other x € V U L to zero:

Y. =]

Y(§v : ptr(p)) = [v = Y ¢
V(Ep) =Wp— ¢
Y(IIy, 1) = (Y Iy) + (¢ I12)

where
WIh +y )z = Ih)z+ (Y I2)

The range of the result is syntactically only guaranteed to be nonnegative.
A memory is not considered consistent with the environment unless the range
includes only numbers between zero and one, inclusive. The v is also used to
check that variables indeed have the location represented in their type, and that
there are no dangling pointers.

Dom = A Rng (¢ IT) C [0, 1] ;s u = II consistent
A ITF ok

;1 = I, consistent . u b IT5 consistent
1/}7 /1’ 3 M
;b II1, II5 consistent

1; pu = - consistent

¥(p) = p(v) ¢ p € Dom p
¥; p b &v : ptr(p) consistent ¥; u F &p consistent
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2.4 Non-interference

Non-interference in the checking of parallel composition permits us to prove a
strong result: terminating evaluation always leads to an isomorphic store. In
other words, the nondeterminism cannot affect the final result.

Theorem 1. If we have a well-typed program g (F g : w) and a statement s that
permission-checks in an environment E (E &, s = E') and a memory uy that
is consistent with the environment (E t p1 ok), and s can be fully evaluated in

this memory in k steps ({11, S) —k>g (13, skip)) then for any isomorphic memory
Wo ~ p1, any other evaluation sequence (fa,s) —4 (15, 8') —4 ... terminates in
exactly k steps and has an isomorphic result ps ~ pj.

2.5 Summary

We have taken a simple language with aliasing and explicit parallelism and
have shown that fractional permissions give us a way to ensure determinism
of execution through non-interference. The following section considers how this
basic system can be lifted to more complex situations.

3 Extensions

This section explores further work made possible with fractional permissions.

Algorithmic Checking The permission checking system described in this pa-
per is not algorithmic since the splitting required for a parallel composition is
not deterministic. The solution is to permission-check the first branch with all
the permissions, but keep track of which ones are actually needed. When only a
fraction of a permission is needed, split it before recording the use of the fraction.
After checking the first branch, check the second branch using the permissions
that were not needed during the first branch.

Aliasing information The system here does not make use of pointer equality
checking in if conditions. Equality is useful in order to connect a variable with
an unknown pointer with a permission on an unknown cell. Inequality is use-
ful in asserting uniqueness. To handle both situations, one can add a separate
aliasing context that expresses known equalities and inequalities between loca-
tion variables, and even logical connectives between these facts. For example if
one knows that a variable z is equal to one of x and y, then if we have write
permission for the cells pointed to by both x and y, then we also implicitly have
permission for the cell pointed to by z. In general, one can use any three-valued
logic [18] to hold this information. This information represents “facts” and not
permissions and thus can be copied to both sides of a parallel composition.
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Memory Management Adding garbage collection could be accomplished us-
ing a formulation similar to that of Morrisett, Felleisen and Harper [19]. Instead
of the isomorphicity constraint, one would ensure that a final integer expression
would have a value unchanged by garbage collection. We would also need a way
to remove permissions to unreachable cells.

Adding explicit memory management (dispose) can be handled. Deallo-
cation removes a key just as allocation introduces it. The usual semantics of
dispose leaves dangling pointers in place, and the proof of determinism fails
when dangling pointers exist: the sequence vl := v2; dispose v2; new v2
may reallocate the same memory location for v1 or not, leading to non-isomorphic
memories. There are at least two possible ways around this difficulty: (1) relax
isomorphicity and then prevent dangling pointers from being compared to other
pointers; or (2) change the semantics of dispose to work only in ways that do not
leave dangling pointers. In the first solution, one needs permission to compare
pointers, which corresponds to the I access right of BNR capabilities [20].

The permission system described here cannot check recursive procedures that
allocate cells on their recursive path, since each allocation produces a new key
which cannot be forgotten. This brings us to the next extension topic.

Records and recursive data types When we have singleton types for point-
ers, then record types and especially recursive data types require the use of
existentials [21]. The existentials include not just bindings, but also permissions.
This permits us to represent an unknown unique pointer: the complete permis-
sion stored with the pointer. Immutable pointers are represented by storing an
existential fraction of the permission with the pointer.

Since the packed existential includes (linear) witness permissions, a variable
with existential type cannot be read or written (that is, copying or destroy-
ing the value) until the existential is unpacked. Therefore a permission system
needs to distinguish “open variables” (variables with singleton type) from “closed
variables” (variables with existential type). Closed variables can be fractionally
opened in which case only a fraction of the witness permissions are usable.

Adoption and Ownership Adoption involves logically storing a key inside
another one. Adoption cannot be undone. In this way, it is similar to ownership.
In adoption and focus, the adoptee can only be made accessible by temporarily
making the adopter inaccessible. With fractions, one could access a fraction of
the adoptee (and thus have read-only access) given only a fraction of the adopter.

A shared variable is modeled by adopting its complete permission into a
globally accessible key. “Fractional adoption” permits the modeling of unique-
write variables, variables that are globally read-only with write access at a single
point. For such a variable, a known fraction is adopted by a globally accessible
key and the remainder is kept at the write-access point. The two fractions can
be put together to gain write access.
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4 Related Work

RS

Reynolds’ “syntactic control of interference” [3] checked that call-by-name would
not cause “covert interference” where a parameter and a procedure each observe
the same changing state. This work was revisited by O’Hearn and others [16]
(SCIR). SCIR split the context into two parts: an active part (writable); and
a passive part (read only). The passive part can be duplicated in two branches
of the proof (unlike the active part) enabling the sharing of read-only state. An
interesting rule called “passification” enabled a write of a variable to be ignored
if the result was a passive type. A monadic-like structure ensures that (visible)
state mutations cannot be hidden in a passively-type result.

Reynolds and O’Hearn have continued analysis of mutable data structures
using the logic of “bunched implications” [10] and “separation logic” [12]. A spa-
tial conjunction operator in the logics allows parts of the heap to be analyzed
separately. Allocation and deallocation add and remove spatial conjuncts. How-
ever, the spatial conjunction operator strictly separates heap access: it does not
distinguish reads from writes. It appears that fractions could be applied, so that
one could have P |=eP * (1 — €) P and get the ability to share read-only heaps.

Walker, Crary and Morrisett’s static capability system [9] inspired DeLine
and Fahndrich’s alias typing system for Vault [22], from which adoption and
focus [23] grew. The capabilities or guards can be seen as permissions. With the
“focus” operation, one temporarily gives up a guard in order to get unrestricted
access to a unique variable. Once uniqueness is re-established the guard can be
returned. This process is handled with a linear implication h —o g.

Effects systems have been used to check non-interference [4, 5] but need to
be augmented with MayEqual information to check for conflict. One simple (but
conservative) analysis is to assume any two references with the same type (or
compatible types) may be aliased.

In the area of compilers, non-interference is traditionally checked through
using a data-flow graph (or some superset thereof). From early on, the interde-
pendence between aliasing and data dependencies has been recognized. Tradi-
tionally, the alias information is presented in terms of may-alias (and must-alias)
facts, pairs of aliases at program points. MayEqual, on the other hand, compares
pointer expressions at disparate program points [13]. Ross and Sagiv [24] have
show how data dependencies can be recovered from may-alias information by
instrumenting the program (in a global transformation).

Rugina and Rinard give an algorithm for doing flow-sensitive pointer analysis
in programs with structured parallelism [25]. It models interference by assuming
that any mutation performed in one parallel branch may be visible at any time in
other parallel branches. The analysis described here is simpler since interference
between parallel branches is forbidden.

5 Conclusions

We define a permission type system which enables us to solve the interdepen-
dent problems of uniqueness and effects in a single formalism. We extend earlier
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work on permissions to distinguish reads from writes using fractional permis-
sions, rather than non-linearity. We define a simple language with aliasing and
parallelism and show that well-typed programs have deterministic results.

Acknowledgments I thank Dave Clarke, Manuel Féahndrich and Bill Retert
for helping me frame this idea and reading innumerable drafts. All remaining
errors are strictly my own.
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A Technical matter for “Checking Interference with
Fractional Permissions” (SAS 2003)

Definition 1. Two memories u and p' are isomorphic (written p ~ p') if and
only if a 1-1 and onto function ¢ exists on the set of locations ((pl = pl' <=
1 =1") such that the following conditions hold:

1. For allv eV, v=(uv);
2. Dom p;, = p(Dom pur,);
3. For alll € Dompy, pf (1) = !

These conditions in particular imply that the stores have the same integers for
variables: pu(pv) = p/ (@' v).

Lemma 1. The relation ~ is an equivalence relation.

Proof. reflexivity Obvious (¢ is the identity function).
symmetricity Given py ~ pe with 1-1 function ¢, the relation ps ~ p1 can be
proved using ¢’ = ¢!
Lo = e v) =9 (p2v).
2. Dom piz, = ¢~ (Dom par,).
3. Let I € Dom pus, then by the second condition, | = ¢!’ for some I’ €
Dom p11. Thus (7' 1) = (') = pa(pl’) = pal.
transitivity Given py ~ ps ~ pusg with 1-1 functions p19 and @a3, 1 ~ p3 can
be proven using ¢ = @12 © @3, that is, ¢l = @a3(p121).
L p3v = @a3(p2v) = @a3(p12(1 v)) = .
2. Dom psr, = @a3(Dommusy,) = @a3(¢p12(Dom 1)) = ¢(Dom p1z,).
3. pal = pa(p23v) = pa(pr2(p23 v)) = pa(pv).

Lemma 2. For any statement or expression x not skip, true, false or an
integer constant, evaluation can proceed one step in any memory p: {y,x) —yg

(W', z’).
Proof. We prove by induction on x:

v:=new Progress is immediate since p, is a finite map and L is infinite: 2’ =
skip.

v:=v" Progress to skip is immediate since all memories are complete functions
on V.

*vy:=e If e isn’t an integer constant, the result follows from the inductive hy-
pothesis. Otherwise the result follows since py is a complete function.

s1;89 If s = skip, the result follows immediately, otherwise it follows by in-
duction.

s1l1s2 If both s; = so = skip, progress to skip is immediate. Otherwise the
result follows by induction.

if b then s; else so If bis a boolean constant, progress to s; or s is imme-
diate. Otherwise the result follows by induction.

call p Immediate, since evaluation is unconditional.
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e1tes If both e; and e are integer constants, progress to an integer constant is
immediate. Otherwise it follows by induction.

*e Progress to an integer constant is immediate because memories have no dan-
gling pointers: pu(pv) will be defined.

Progress irrespective of typing depends upon the lack of dangling pointers. If an
extension wishes to permit dangling pointers, progress will only be possible in
typed (permission-checked) programs.

Expression evaluation yields the same result in isomorphic memories:

Lemma 3. Suppose we have two isomorphic memories py ~ pa, then if (uy,e) —
(u1,€’) then (ua,e) — (ua,€e”) and € = €”. Similarly, if (p1,b) — (u1,b'), then
(2,b) — {2, 0"y, and b’ =b".

Proof. We prove by structural induction over the form of the expression. We
prove for the following cases:

v==0v" Here V) = (u1v = p1v'), and thus o’ = (uav = p2v’) = (e(p1v) =
P(p ') = (pv=pmv')="0"

i1=0 (Trivial since memory is not involved.)

e!'=0 (Follows immediately using the inductive hypothesis.)

b (Boolean constants are trivial since the antecedent cannot be met.)

ny+ng (Trivial since memory is not used.)

e1+es (Follows immediately using the inductive hypothesis.)

*v Here €/ = p1(pu1v). Now pov = (1 v) and even if dangling pointers were
permitted, we would still have psv € Dom g since g (pq v) is defined and
thus p;v € Dompuy and thus by the second condition for isomorphicity
Dom ps = @(Dom 1) 3 ¢(p1 v). Thus ua(pe v) is defined and by the third
condition of isomorphicity ua(pev) = pa(e(p1v)) = p1(p1v) = €', and so
(n2,€) = (pa, €').

ny (Trivial since the antecedent cannot be satisfied.)

If we use the same sequence of derivations when evaluating statements, isomor-
phicity is preserved:

Lemma 4. Suppose we have two isomorphic memories p11 ~ s and a statement
s that can be evaluated in the first memory ((u1,s) —4 (1, s’)), then there exists
an isomorphic resulting memory (4 ~ p} ) for evaluation in the second memory

({n2;8) =g (H2:8"))-

Proof. We prove the result by structural induction over s. We perform a case
analysis on the form of s:

Newv The fact that evaluation can proceed in uo is immediate since new state-
ments evaluate to skip in one step. let [; and Iy be the two new locations
added in the respective evaluations. Then we must prove (p] = pifv —
l1,l0 — 0]) ~ (hy = pafv — la,la — 0]). If ¢ is the map that shows p1 ~ ug,
then if ¢ 11 = I, then let ' = . Otherwise it must be =!Iy & Dom p; (by
the second condition of isomorphicity). Then let ¢’ = @[l +— l2, 0 Ly —
@ l1. Checking the isomorphicity conditions:
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1. phov =la = @' l3 = @' (phv). v # v, then phov' = pav' = (g v') =
o(p) v') and since memories are not allowed to have dangling pointers
py v" must be in the domain of 1 and thus cannot be I3 or ¢p~11ly and
50 p(p)v') = ¢’ () v') satisfying the first isomorphicity condition.

2. Dom pf = {lo} UDom ps = {1} U p(Dom u1) = ¢(Dom p})

3. Let I € Dom . If I = Iy, then ph(el) = phle = 0 = pf l. Otherwise,
I # 11, and thus ph(pl) = pa(pl) = p l = pi L.

v:=v" We need only verify that pj = pi[v — prv'] ~ ph = pafv — pa ] If
v = v/, this is trivial. Otherwise, we check the three isomorphicity conditions:

1. For v itself, phv = pav’ = p(u1v’') = p(pjv’). For other v # v,
v = " = (i ") = (i ")

2. The domains are unchanged so this condition is satisfied trivially.

3. The mappings for locations are unchanged by evaluation of v:=v’, and
thus this condition is still met.

*v:=e If e is an integer constant i, then s evaluates immediately to skip and
we need only check that p} = p1[(u1 v) — @] ~ ph = pal(uz v) — 1
1. The first condition depends only on the memory for variables and thus
is unchanged.
2. The second condition depends only on the domains for locations, and
this is unaffected since p7 v is not permitted to be a dangling pointer.
3. Let l = py v. Since pg ~ pa, we have s v = @l. Thus ph(pl) =i = pj ().
For other Dom i} 5 U # I, py(pl') = pa(pl) = pu (1) = pi (1)
Otherwise, the result follows using Lemma 3.
skip Trivial since the antecedent cannot be met.
s1;82 If s1 = skip, then s’ must be sy and the memory is unchanged and thus
the result is established immediately. Otherwise, we use the inductive hy-
pothesis on s1 to get s§ and p) ~ ph. This gives us (u;, s1;82) —4 (15, 875 52)
and we are done.
skip| |skip In this case (u;,s) —4 (i, skip) and we are done.
s111s2 Suppose s' = s7 | |sy where (ui,s1) —4 (¢}, 7). Then by the inductive
hypothesis, we have (u2,s1) —4 (uh,s7) with g} ~ p5. From this follows
immediately (p2, s11182) —4 (uh, )| Is2) and we are done. Otherwise if the
right part is evaluated first, analogous reasoning applies.
if true then s; else sy The result follows immediately since s’ must be s;
and g} = p1. And similarly for code
if b then s; else sy where (u1,b) — (u1,b’). The result follows immediately
using Lemma 3.
call p The result follows immediately since (u;, call p) —4 (i, g p) with un-
changed memories.

The lack of dangling pointers is crucial to the proof of this lemma: if in the mem-
ories some variable v has a dangling pointer: p; v  Dom p;, then the statement
v’ :=new for some other variable v’ could perhaps result in v and v’ being aliases,
or perhaps not, breaking isomorphicity.



18d

Definition 2. The parallel composition (written cWao’) of two substitutions on
disjoint domains, and the sequential composition (written o oo’) are defined as
follows:

(cwo')z = ocx x € Domo
o'z x € Domo’

(cod )Yz =0'(0cx)
Lemma 5. Given A’ D A, then

Al ploc-var = A’ p loc-var
A F 3 base-perm = A’ - 3 base-perm
AR ¢ frac = A F € frac
A& IT perms = A’ - IT perms

Proof. Straightforward structural induction.
Well-formedness is preserved under application by well-formed substitutions:

Lemma 6. Given - 0 : A — A’ and AU A” + II perms then AU A’ +
o Il perms.

Proof. Straightforward structural induction.

Composition preserves well-formedness under straightforward conditions:
Lemma 7. Lett oy : Ay — A} and b o9 : Ay — Al Then

- IfAlﬂAQ:@then}—alwogz(AluAg)—>(A'1UA’2)
— If A} C Ay then o009 : Ay — A

Proof. Straightforward proof by induction.

We now prove several technical lemmas that apply to proof trees using the
rules in Figure 4. First one that ensures we have we don’t lose bindings and thus
maintain a well-formed environment:

Lemma 8. If we can permission-check s in environment A; Il yielding a re-
sulting environment A; TN ( A;IT +, s = A IT), and the first environment
was well-formed (A &b II perms) then the new bindings A" — A are all fresh,
no bindings are lost (A C A’) and the resulting environment is well-formed
(A" + IT' perms).

Proof. Straightforward structural induction.

We also have a weakening lemma:

Lemma 9. If we can permission-check s in environment A; I1 yielding a result-
ing environment A" IT' ( A;IT =, s = A’ IT'), then we can permission-check s
in an environment with more variables and more permissions (AU Ag; IT, IT, b,
s=AUA; I, IT,).
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Proof. We prove the transformation using induction over the height of the proof
tree. We perform a case analysis on the rule at the case of the tree:

New,CorY,UPDATE,SKIP,CALL The extra variables and permissions pass through
instances of any of these rules unchanged.
SEQ Assume the proof tree has the form:

2

. ? : ?

A I, 51 = A I ! AL I by s = A 1T S
E

ATy, 515 8o = A IT” @

By induction, we can push extra variables A, and permissions I, into both
branches, and form the tree:

71

AUAGIL I, -, 51 = AU A I, I,

72

ANUAGIT I Fy, 50 = AU A T T,
SEQ

AUAGITL I -, 51; s9 = A"UA; ", 11,

PAR Assume the proof tree has the form:

7 75

ATl by s1 = AGIL Y ATy sy = Ab; 1T
A I By, o511 iAll UA/z;HLHé

PAr

We perform a similar transformation but only into the one branch, forming
the tree:

72

: ” : -
A;Hl Fw 81:>A/1,H1 ' AUAC;HQ,HC Fw 82:>A/2UAC;H£7HC p
AR

AU A I I, T by, 81l 53 = A U AL U A IT4, 115, 11,

1

IF The condition can be checked with extra variables or permissions, and by
induction, the extra variables and permissions can be passed through each
branch. Finally the substitutions - o; : A3 — A can be trivially considered
to be of type Ag — (AU A,). Since Deltag are fresh, we have (o; I3, II.) =
a; (Hg, He).

We also have a substitution lemma:

Lemma 10. If we have a well-typed program b= g : w and a well-typed statement
A I =y, s = A I and a substitution = o 1 Ay — Ay, and Ay C A, then the
statement can be typed in the substituted environment: Ay U (A — Aq);011 F,
s= AU (A — Ay);o I, that is, o(A; 1) by, s = o(A; IT')
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Proof. The type context part of the result is clear because of Lemma 6. We prove
the remainder by induction over all kinds of rules in the proof tree (including
those for boolean and integer expressions). We use a case analysis on the rule
applied at the root:

NEwW

p fresh

NEW
A;lv:ptr(p'), IT1 b, vi=new = {p} U A; 1p, 1v : ptr(p), I

Here o IT = 1v : ptr(o p’),o II;. These permissions permit us to use NEW
to type the statement with output permissions 1p, 1v : ptr(p),o Iy = o IT’

since p cannot be in the domain of o since it is fresh.
Copry

Copry

A; 1wz ptr(p), £0" < ptr(p'), Iy o, vi=0" = A;lv : ptr(p), &0 : ptr(p'), I

Here o IT = 1v : ptr(o p), (0 )v' : ptr(o p’), o II; which permits us to apply
Copry to get output permissions 1v : ptr(o p’), (c &)v" : ptr(o p’), o II; that
is o IT'.
UPDATE
A;&v :ptr(p), 1p, II1 e : Int

UPDATE
A;&v i ptr(p), 1p, II1 by, *vi=e = A;&v : ptr(p), 1p, IT1

Here o IT = (o frac)v : ptr(o p), lo rho where permits us to apply UPDATE
to get the same permissions out.

SKIP Trivial.

SEQ Follows by induction.

PAR By induction.
Ir

A;IT F b : Bool AT &, 81 = Ao I3 AT &, 89 = Abiog I3
As fresh AU As & I3 perms Fop: Ay — A} I—JQ:A3—>A’21
El, if b then s; else sy = AU As; 113

F
By the definition of substitution A;;0; I3 = 0;,(A U As; I13) = 0; E'. By
induction, we obtain the following:
o EFb:Bool
oEtr, s =o(01 E)

ocEF, 85 =0(02 FE)

Each o; makes substitutions only for x € Aj, and thus we can define
sigmal, x = o(o; ) and have o(o; E') = o}(c E’) with a well-types o;, and
thus we can apply IF to achieve the desired result.
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CALL
wp:VA’lﬂl — E'AIQ.O'Q H3
As fresh Fop: Al — A Fog: Az — A
A;O’l Hl,H4 F, call p = AU A3;O'1 Hg,H4

CALL

Let Il; = o5 II3 be the output permissions for the procedure. Now o Il =
o(o11II),0 II4 = (0100) II1, 0 I1, has the form needed to apply CALL getting
output permissions (o1 o o) Il3,0 Iy = o (01 Pig), 0 Ily = o(o1 II3,114) =

o IT’' which was to be proved.
Eq

EqQ
A;gl’Ul : ptr(pl),§2v2 : ptr(pQ),Hl F V1 == Vg Bool

Here o IT = (0 &1)vy : ptr(o p1), (0 &2)vy : ptr(o ps), o 11 permitting us to
apply EQ with the same result.

NoTEQ Direct from the inductive hypothesis.

BooL Trivial.

PrLus Direct from the inductive hypothesis.
DEREF

IT = & = ptr(p), &' p, I
A; IT = *v : Int

DEREF

Here o IT = (0 &)v : ptr(o p), (0 &) (o p), o II; permits us to apply DEREF to
achieve the desired result.
INT Trivial.

Lemma 11. If ¢ ¢ is defined, it is in the range (0,1). If ¥ € is defined, it is in
the range (0, 1].

Proof. Straightforward proof by induction using mathematical properties.

Environment and permission equivalence have no effect on the definition of
W II:

Lemma 12. If we have A; II = A; IT" and Dom = A then ) IT = IT'.

Proof. We consider each equivalence rule in turn and sketch why it has no effect
on the result:

-, IT = IT The constant function [- — 0] is the identity for functional addition.

I, II; = II5, II; Functional addition is commutative.

11y, (15, I13) = (111, I15), II3 Functional addition is associative

{z}UA;zm, (1 — 2z)m, II = {z} UA;x, II Since z is in the type context, it will
be in the domain of 1, and thus we can use the distributive law of real
multiplication over real addition.

ge! = €’e Real multiplication is commutative.

e(e'e”) = (e¢’)e” Real multiplication is associative.
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Consistency with the concatenation of permissions implies the consistency of
each part:

Lemma 13. If A; 111, IIs F p ok then A; 11 F p ok

Proof. Obvious.

The following lemma formalizes the idea that writes cannot occur in parallel
with reads or other writes:

Lemma 14. If we have an environment E = (A; 1y, II2) and a consistent mem-
ory E ok with type variable mapping ¢, then if (W II1)x =1 for some vari-
able or location x, then (¢ IIs) x = 0. In other words, it is not possible to rewrite
I, to include permission to observe x: Iy # Ex ..., 11}

Proof. Suppose we have such a (¢ II1)x = 1. Then (¢ II)x = (Y1) z +
(W II)x = 1+ (¢ II5). But the function ¢ IT; returns a non-negative number
(as can be seen by its construction), and thus the only way that we could have
Rugy IT C [0,1] is to have (¢ II3) x = 0. Furthermore, it could not be possible
to rewrite IT, to include a permission £x ... because (¢ ITo) z > ¥ € > 0 where
the final inequality is from Lemma 11.

We have preservation for expressions as a separate lemma:

Lemma 15. If we have an expression x E F x : 7 (where T € {Int, Bool} ) which
can be evaluated in some memory p (i, x) —4 (1, &'y, then types will be preserved
Etra T

Proof. Obvious case analysis.

Lemma 16. If we have a well-typed program g (& g : w) and a statement s that
permission-checks in an well-formed environment E = (A; 1) (A F II perms
and B+, s = E") (where E" = (A”;II")) and a memory p that is consistent
with the environment (E - p ok), then for any evaluation ((u,s) —4 (1, 5')),
the resulting memory p' is consistent in an environment E' (E' F u’ ok) suitable
for permission-checking s'(E' b, s’ = o E") for some well-formed substitution
Fo: (A" —-A4) — A" for some A"”. (In other words, some of the newly
introduced type variables may be substituted, but none of the existing ones.)

Proof. We strengthen the statement to prove by adding three extra results as
follows:

[ /. / /
For all g,w, E=(A: IT), s, ", i, b, 1! ' Then IE" = (A'; IT'),4', 0 where

where . Fo:(A"—A)— A"
L Fgiw 2. Bty =0k
A 3.A DA
2 7 [ pems 4. B+ ok with ¢/, that is
' w I r_ /
4. E'+ i ok with ¢, that is (8 & = Domy
(a) A =Dom (b’) Rnge C [0,1]

(¢") ¢'; ' B IT" consistent
5. 9" a=1
6. (’IZJ/H/)Dom;L :1/)17
7. WHze<l=pz=pz

)
b) Rng IT C [0, 1]
(¢) ;pt IT consistent
5. (u,s) =4 (W, 8)
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We prove by structural induction over the permission-check of s. We perform a
case analysis on the root of the proof tree:
NEW s = v:=new

p fresh N
A;lv s ptr(p'), Iy F, vi=new = {p} U A; 1p, 1v : ptr(p), I1;

EwW

Let [ be the newly allocated location (I ¢ Dom ur,). We have then ' = pfv —
l,1 — 0]. We prove the results with B/ = E", ¢/ =¢[p— 1], c =[p+— p].
1’. Straightforward with A" = A”.
2. Immediate since s’ = skip.
3. Immediate since A’ = AU {p}.
4'.(a') Domvy’ =Domyp U{p} =AU {p} =4
(b") Now p is fresh so it cannot appear in IT; and then ' II} = 1 I,
and so we can compute Rng ¢’ II' = Rng [l — 1] + [v — 1] + ¢/ I} =
Rng [l — 1] + % II, and thus the range is fine as long as (¢ IT) [ = 0.
Suppose ¢ IT1 > 0, then we must have £p” € IT where 9 p” = [. But
then by , we would have 1) p” € Dom p which is a contradiction.
(¢") Since ¥ p =1 € Dom p’, we have ¢'; i’ F 1p consistent. Also p' v =1
and thus ¢'; ¢/ b 1v : ptr(p) consistent. Now by 4 and Lemma 14,
we get that IT; cannot contain any permission &v : ptr(p”) and the
changes in p’ have no effect on checking consistency with IT;. Simi-
larly p cannot appear in II; because p is fresh, and thus we achieve
'; p' + II; consistent and so fulfill
5'. Follows immediately from definition of )’ since p is fresh.
6’. As shown above ¢’ IT = (¢ IT)[l — 1] and so we have the result.
7'. Immediate since p' changes only for I (not in the domain of ¢ IT) and v
(for which we have ¥ v = 1.
Copry s =wv:=v

Cory
A; 1wz ptr(p), &0” = ptr(p'), [Ty -y vi=v" = A;lv :ptr(p'), &u” 2 ptr(p'), I

Let [ = pv. We have then p/ = plv — 1], E” = E. We prove the results with

E' = E", ¢/ =1, 0 =[] (the identity substitution).

1'. Trivial since A” — A =10, 0 =[]

2’. Immediate since s’ = skip.

3'. Trivial since A’ = A.

4’. Since the permission fractions are unchanged in E’, we need only prove
;' = II' consistent. Here p’ differs from 1 only for v. Now by Lemma 14
II; must not include any permissions involving v, and thus ;u’ +
II consistent follows immediately from ; u F II consistent. Similarly,
we get ;' B &' ptr(p’) consistent and ¢ p’ = pov’ =1 from ¥;p
&v' : ptr(p’) consistent. The final condition 1; ' F 1v : ptr(p’) consistent
is satisfied since ¥ p' =1 = p'v.

5. Trivial since 1)’ = ).

6’. Immediate since no fractions are changed in IT'.
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7'. Immediate since the only change is for v.
UPDATE s = *v:=¢e
E = (A;¢&v : ptr(p), 1p, I11) Ete:Int

UPDATE
Etr,*vi=e = F

Here we choose E' = E ¢’ = 1,0 = [|. If e is an addition or dereference
expression, then we have preservation immediately by Lemma 15 and the
additional items are trivially satisfied since p’ = p. Otherwise if e is an
integer constant ¢ p' = pll — i) where [ = po.
1’. Trivial
2/, Trivial since s’ = skip.
3'. Trivial.
4’. The consistency of y/ depends only on 4, and the domain of p1} , neither
of which are changed in evaluation, preservation also follows easily.
5'. Trivial since 1)’ = .
6’. Trivial since II' = IT" = II.
7'. Straightforward since (¢ IT) v = 1, and v is the only place where p’ differs
from p.
Skip This case follows trivially since it is not satisfiable.
SEQ s =s571; $9
Etr, s1 = Ef EY &, s9 = E"”

Er,s1; s9=E"

SEQ

If s; = skip, then (i, s) —4 (i, s2) and we have E; = E and thus can choose
E' = E,¢' =,0 =[] and achieve preservation immediately.

Otherwise, by the inductive hypothesis applied to s1, we have Ef, 1, 01 that
meet conditions (1'-7") for s;. We choose the same variables E' = Ff{, ¢’ =
¥i,0 = o1 and thus the only remaining result to prove is which follows
immediately from the substitution lemma around the permission-check of
s1, that is, by the substitution lemma, we have o E{ +, so = o E”, and
thus

E'b, sy;80 =0 FE"

which was to be proved.
PAr

A I by, 51 = A T ATy &y, 89 = AL ITY
A ITy I by s1l 1 se = AT U AL 1TV, 1T

Par

If s; = s5 = skip, then preservation is immediate with E' = FE = E" ¢/ =
o=

Otherwise, suppose we have the evaluation (p, s111s2) —4 (1, 871 1s2) where
<:u? 51> —g </’Lla Sll>

By Lemma 2.3, we have A;II; + p ok using the same 1 and thus we
can apply for inductive hypothesis for s; using E; = (A4;I1;) to obtain
E{ = (A}; II}), v}, 01 that satisfy conditions (1'-7’). Then we choose E' =
(A4 T, ), o' = 4 0 = oy
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1’. Trivial from the inductive result.

2'. By Lemma 8, the variables in A — A are fresh, and thus ¢ must have
no effect on variables in AJ and thus o ITY = ITJ. This equality plus the
weakening lemma(Lemma 9) enable us to construct the proof:

AT by s = o(AL DY) Al I by, so = o(Deltal; IT5)
AT Doy sl sy = o(AY U AL ITY 1Y)

3’. Trivial since A’ = A} D A.
4'.(a’) Domv’ = Dom1)| = Delta)
(b") Now o' IT" =o' I[I] + ' Iy = o' IT] + 1 II5 where the latter equality
is due to condition 5’ from the inductive use and the fact that II,
is well-formed. Now consider (¢'; IT') z for some x € Domp. By
condition 6" on the inductive use, we get (¢' II{)x = (¢ II;) x and
thus by our original condition 44b, the result must be in the range
0 to 1. For some other z ¢ Dom ', we must have (¢ IT3) x = 0 and
thus the inductive condition 4'b'b’ suffices to show (¢0'; II') z € [0,1].
(¢') Here we need to check if ITy = &v : ptr(p),... we have ¢’ p = p’ v.

Now by well-formedness and inductive condition 5, we get ¢’ p =
Yp. Also (W IIz)v = ¢ € > 0 and thus by Lemma 14, (¢ II1)v <
1 and so by inductive condition 7/ we have p/v = pv, and thus
the consistency condition converts to ¥ p = pv which follows from
requirements for preservation.

5'. Follows by induction.

6’. Follows by induction.

7'. Follows by induction.

The case for sy being evaluated is analogous.

IF s =if b then s; else so

A; ITH b : Bool A I, 81 = Ay o1 13 AT, 89 = Ag; 09 113
Az fresh AU As & II3 perms Fop: Az — A I—UQ:A3—>AQI
EtF,if b then s; else sy = AU As; 13

PAr

F

If b is not a boolean constant, then we have preservation directly by using
Lemma 15. Otherwise since the memory is unchanged, we can use E' = FE
to keep consistency. If the “true” branch is taken, note that since oq(A U
Asg; II3) = (Aq;01113), we have preservation immediately with o = o7. If
the “false” branch is taken, the same reasoning applies.

CALL s =call p

wp:VAl.Hl — E'AQ.O’Q Hg
As fresh Fop: A — A Fog: Az — Ag

CALL
Aoy I, 1T+, call p= AU Az;oq 13,11

Here we can choose E/ = E and preserve memory consistency since the
memory is unchanged. For preservation of permission-checking, the fact that
procedure p is well-typed yields the following facts:

Ay Il b, gp = Ao Il AlNAy =0 Fo:Ay — A}
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where I, = o9 I13. We can use the first fact and the substitution lemma,
and the weakening lemma to prove

Ajoy Iy, ITE, gp = AU (A — Ay); (0200 001) T3, 1T

Now define o3 with domain Az as o3 23 = (0300007 )23. By its construction,
it is clear F o5 : Ay — (AU(A] —Ay)). Now for x & Ag, (0300001)x = 01 .
Thus (03 0 0 0 01)II3 = (01 W o3)Il3. Moreover since - o1 : A; — A and
AN Az =0 (on account of freshness) we can apply o first and then o3 and
o3 IT = II yielding finally:

Asoy I IT =, gp = 03(AU Asz; oy 13, 10)

as required.

Definition 3. We say that two statements s; and sy are non-interfering in
an environment E (written E ,, s1#s2) if their parallel composition can be
permission-checked in the environment (E F,, s1|1sy = E’). Non-interference
is extended to a boolean expression b using S(b) = if b then skip else skip
and to an integer expression e using S(e) = if e!=0 then skip else skip.
For any statement s, let S(s) = s.

The kernel of the proof of non-interference is that one can re-order adjacent
pairs of derivations:

Lemma 17. If in a well-typed program (- g : w), we have two non-interfering
statements or expressions E &, x1#x2 and a consistent memory p (E F pok)
and we can evaluate either one step ((u,x1) —4 (u1,2]) and (u, 2) —4 (2, 75)),
then we can reduce each in the other’s output memory with the same new form
({1, x2) —¢ (12, 2h) and {p2,x1) —4 (po1,x)) and the resulting memories
are isomorphic (12 ~ p21).

Proof. We prove the result inductively over x1 and xo together. Now if both
evaluations have no effect on memory, p; = ps = p, the result follows immedi-
ately. Moreover, if the evaluation of x; not only leaves the memory unchanged,
but does not even depend on memory, that is 1 is pure (V, (1, 1) —4 (W', 27)),
then we have p; = p and thus pi9 = pe and po; = po, and so the result fol-
lows. Similarly if xo is pure, we are done. Furthermore if the memory effects
and dependencies of x1 or x5 are indirect, because of subexpressions or sub-
statements, the result follows using the inductive hypothesis. Finally, because
the result is symmetric, we need only consider one direction of reordering. Thus
we only have twelve cases to consider: the three primitive statements that update
memory (allocation, copying and update) against each other and against the two
other primitives that depend on memory (pointer equality and dereference). In
the following case analysis, assume E = (A; I, IT5), A I F, S(x;) = AL I,
and ® is the witness to E' - u ok:

vy :=new#vs:=new Let l; and I3 be the two new locations (possibly the same
location). Here py = plvg — ly,11 +— 0], ua = pfvg — la, 13 — 0]. Now since
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I, = 1vy : ptr(p}), ..., (¥ II1)vy = 1, by Lemma 14 IT5 cannot include any
permissions to modify v; and thus ve # v;. Now it is trivial to evaluate
x1 = vi:=new in phH and vice versa to ] = x4 = skip. We can choose
the locations to allocate: if I; = Iy, then let I} =1, & {l; =12} UDom uy,,
otherwise let I = I, and I}, = l5. We end up with the following two memories:

iz = plor = b, v = Uy, 1y = 0,1y — 0]

po1 = plvr — 13, v g, 1] — 0,1y — 0]

If 1§ =1y # lo = I}, then the two memories are not just isomorphic, but indeed
equal. Otherwise Ij = I} # Iy = Il and the two memories are isomorphic
using the one-to-one mapping that maps I; to [ and vice versa, but keeps
all other locations the same.

vy :=new# vy :=vh Similar as the previous case, by Lemma 14, we determine v; #
v2,v1 # vh and thus by a similar argument the statements can be evaluated
in either order.

U1 :=new#*vy:=ng (Similar.)

vy :=new#vo==vh (Similar.)

vy :=new#*vy (Similar)

vy 1=V v :=vh Similarly, we find by Lemma 14 that vy # vy, v1 # vh,v] # ve
(although v] = v} is possible—these variables are only read).

v1:=v] #*v9:=ny (Similar, as all following cases:)

vy 1 =0] Fva==0)

vy 1=V FERUY

*VU1 =N FEFU2 1=No

*U1 1 =N FV==0)

*U1 =N FERUY

The reordering lemma allows us to prove a one-step non-determinism lemma:

Lemma 18. Given a well-typed program (+ g : w) and a permission-checked
statement E -, s = E' and a consistent memory p (E + p ok) and we have
two different evaluation steps ((u,s) —4 (W', s') and (u,s) —4 (1", s"), where
s’ # §") then there exists an evaluation step to unify the two different results
(', 8") =g (a2, s7) and (u",s") —g (p21, 7)) with isomorphic results (12 ~

p21)-

Proof. NB: There is no need to prove this lemma for expressions since expression
evaluation is deterministic.

We prove by induction on the structure of s. Now the only constructs that
permit non-determinism are sequential and parallel composition. In the former
case (s = s1;$2), the nondeterminism must come in the left branch (s' = s/ ; s,
s" = s ;s2), and thus we can apply the inductive hypothesis to achieve a single
result on the left ((¢/,s]) —4 (12, s7) and (@, s7) —4 (21, s7) with pyo ~ pog.
From this we can see s* = s} ;sq unifies the two evaluations for s.

In the parallel composition case, either the two different evaluations each
operate on the same branch (in which case we can apply the inductive hypothesis
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in the same way as we just did for sequential composition) or else (assuming
without loss of generality that the first evaluation reduces the left branch) we
have the following situation:

(1,511 Is2) =g (', 81 1 1sa)  (, 511 1s2) =g (", s1118h)

Since E -, 511 1sy = E’, we have E +, s1#s55 and thus we can apply Lemma 17

to get (u”,s1) —4 (po1, st) and (i, s2) —4 (@12, s5) where p1a ~ po1 and then
apply PAR to get

(W', 811 1s2) =g (a2, s111s5) (W, s11185) —g (par, 81 11s5)
and we have the result with s* = s} 11s}.

Finally we have our theorem of deterministic results for permission-checked
programs:

Theorem 1. If we have a well-typed program g (& g : w) and a statement s that
permiassion-checks in an environment E (E -, s = E') and a memory py that
is consistent with the environment (E t py ok), and s can be fully evaluated in

this memory in k steps ({u1,s) —k>g (uy, skip)) then for any isomorphic memory
Wo ~ p1, any other evaluation sequence {fa,s) —4 (15, 8') —4 ... terminates in
exactly k steps and has an isomorphic result ps ~ pi.

Proof. By Lemma 4, we can redo the first statement evaluation with po and
achieve an isomorphic result ;17,. Thus since isomorphicity is transitive, we can
assume a single starting memory p = p; = po without loss of generality.

We prove the result by induction over k. If £ = 0, we must have s = skip
and the result follows immediately. Otherwise, if k¥ = 1, then if the second
sequence starts with the same reduction, it terminates too in one step. If it were
to start with a different reduction ({u,s) —4 (15, s’) where s’ # skip), then by
Lemma 18, we would be able to form an evaluation (u], skip) —4 (uf, s”) which
is impossible. It is similarly impossible for the second sequence to terminate in
one step if the first does not.

Otherwise assume k > 1. The two evaluation sequences are

{1y 8) —4 (11, 57) —g ... —g (U1, skip)

and
(ks 8) —g (Mo, 85) —g -
If ] = s, we can use the inductive hypothesis on the tail of each evaluation to

achieve the result. Otherwise, we can apply Lemma 18 to form the following two
new evaluation sequences that share the same tail:

(u1, 1)
/g g
(1, s) (W, 8"y —q ...



180

Now we apply the inductive hypothesis on the tail of the original evaluation
sequence and the upper evaluation sequence shown here to determine that the
upper evaluation sequence must terminate in exactly k steps with an isomorphic
result, and thus the bottom evaluation sequence must also terminate in k steps.
Next Lemmas 18 and 4 ensure the two evaluation sequences in the diagram have
isomorphic results. Finally, we apply the inductive hypothesis again to the tail of
the bottom evaluation sequence with the tail of the second sequence to achieve
the desired result.



