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ABSTRACT

“Adoption” is when one piece of state is logically embed-
ded in another piece of state. Adoption provides informa-
tion hiding (the adopter can be used as a proxy for the
adoptee) and with linear existentials, provides a way to
store unique pointers in shared state. In this paper, we
give an operational semantics of adoption in a simple proce-
dural language with pointers to records. We define a “per-
mission” type-system that uses adoption to model both ef-
fects and uniqueness. We prove type soundness (well-typed
programs don’t go wrong) and state separation (separately-
typed statements cannot access the same state). Then we
show how high-level effects and uniqueness annotations can
be expressed in the type-system. The distinction between
read and write effects is ignored in the body of this paper.

Categories and Subject Descriptors: F.3.2 [Semantics
of Programming Languages| : program analysis

General Terms: Languages

Keywords: uniqueness, adoption, permissions, ownership

1. INTRODUCTION

In a previous paper [1], we discussed how the concepts
of uniqueness and effects are interdependent. If one wishes
to check uniqueness, it can be best done when considering
effects, because read effects on a unique variable cannot be
permitted while it is temporarily aliased. Checking effects
on the other hand may require uniqueness, because an effect
on a unique object can be transferred to the object that cur-
rently has the only unique reference. In retrospect, this in-
terdependence could be expected because the better-known
problems of data-dependence determination and aliasing are
similarly related. Uniqueness involves an aliasing property
and effects can be used to determine data dependencies.
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1.1 Background on Uniqueness

Unique references that may occur in shared structures can
be modeled soundly using “destructive reads” in which the
stored pointer variable (often a field of an object) is nulli-
fied atomically with the read of that variable. This solution
goes back at least to Hogg’s Islands [2] and has been vari-
ously used by Baker [3], Minsky’s Eiffel” [4], Aldrich et al’s
AliasJava [5] (in their proofs), and Clarke and Wrigstad’s
External Uniqueness [6].

However, destructive reads have several problems: (1)
they make it difficult to query information about a unique
object without losing it; (2) they make it impossible to have
sound invariants about the non-nullness of unique variables;
(3) they are inappropriate for use in “const” methods, which
are supposed to treat their object as read only; (4) they re-
quire a language change. Thus several researchers have in-
dependently proposed the use of what we call “borrowing”
reads, which do not nullify the field. Unfortunately borrow-
ing reads greatly impact the benefits of uniqueness unless
it can be shown that a unique field is not read (or at least
not considered unique) during the lifetime of the borrowing.
For example, AliasJava permits borrowing without checking
for possible reads during the lifetime of the borrow and thus
can only guarantee that a “unique” pointer stored in a field
will not be also available in another field. In particular, a
class cannot prevent “outsiders” from modifying the con-
tents of supposedly unique sub-objects of instances of this
class. Consider Figure 1. The method badBorrow() is able
to use its borrowed Point to modify a point which had been
transferred to a Rectangle. In particular, the assignment
deforms the Rectangle such that the area() method is no
longer correct.

A related problem occurs in Vault [7] where one cannot
store unique (“linear”) values inside shared (“nonlinear”)
structures. Fahndrich and DeLine solve this problem with
“adoption and focus” [8] without using destructive reads,
but rather temporary removal of the rights to access data
that might be in an inconsistent state. The authors give
a type system but no formal statement or proof of what
properties are preserved by the system.

Leino, Nelson and Stata [9, 10] propose a pointer prop-
erty, “virginity,” related to uniqueness that is required of
all initialization of “pivot” fields (fields that refer to wholly-
owned subsidiary objects or “sub-objects”). The rules have
a similar weakness to that of AliasJava: they are (intention-
ally) not strong enough to prevent a client of an object from
having access to its sub-objects.

Leino and others’ recent work [11] and “strong” ownership



class Rectangle {

}

group Looks;

group Dims in Looks;

unique Point tl in Dims;
unique Point br in Dims;
shared String nm in Looks = "";

Rectangle(unique Point topLeft,
unique Point bottomRight) {
tl = topLeft; br = bottomRight;
assert(tl.x < br.x);
assert(tl.y < br.y);
}

accesses Dims
int area() {
return (br.x-tl.x)*(tl.y-br.y);
}
accesses Looks
void setName(shared String n) {
nm = n;

}

class Point {

}

group Loc;

int x in Loc;

int y in Loc;

Point(int a,int b) { x=a; y=b; }

class RMaker {

unique Point p;

RMaker () {
p = new Point(0,0);

}

accesses p

unique Rectangle rmake() {
unique Point tl = p;
p = new Point(0,0);
unique Point br = new Point(5,5)
return new Rectangle(tl,br)

}

accesses p

Rectangle badBorrow() {
borrowed Point q = p;
Rectangle r = rmake();
q.x = 17;
return r;

Figure 1: Example of dubious borrowing

type systems [12, 13] avoid these aliasing problems by not
permitting clients to create objects that will be internal to a
container. In essence, the system forbids objects from being
transferred from one container to another. External unique-
ness extends ownership to cover transferable uniqueness, but
does so through “temporary” destructive reads. With exter-
nal uniqueness, the example in Figure 1 will pass all static
checks and crash with a null pointer exception when a null
Point is passed to the Rectangle constructor. There is no
obvious connection between the uniqueness/borrowing error
and the null pointer exception.

In our earlier work on “alias burying” [14], we proposed
using effects annotations to prevent borrowing reads from
weakening the semantics of uniqueness. With alias burying,
no destructive reads are needed. The paper suggested an-
notating every method with the list of fields of this or any
other object that is read during the dynamic extent of the
method call. Clearly, this not only exposes too much of ob-
ject’s internal structure, but is overly conservative since it
does not distinguish different objects. We intended to use
our object-oriented effects system [15] instead, but until this
work, no one has been able to come up with a satisfactory
system to combine these two areas. This paper contributes
such a type system, based on adoption and focus, and proves
correctness with respect to an underlying semantics.

1.2 Contribution

We can check that program accesses meet declared effects
by using a permission system, in which the context used to
check program elements indicates which parts of the state we
are allowed to access. “Fractional permissions” [16] can be
used to distinguish reads from writes, but this paper does
not formalize this aspect. Effects are in terms of state in
the program: variables, and fields of objects on the heap.
For encapsulation purposes, we aggregate fields into “data
groups” [15, 17]. This is modeled by having the permis-
sion to access the field “nested” within the permission to
access the data group. For instance, in Figure 1 the effects
of the area() method reference the Dims data group, which
includes the references for both points. As these references
are unique, they in turn contain permission for the state
of the objects referenced. “Nesting” is defined by extend-
ing “adoption” [8] to permit fine-grained adoption between
fields (rather than between objects). The extension also
permits multiple (distinct) keys with the same guard to be
“focused” on as well.

In a permission system, there is only one permission for
each state. Thus permissions can also be used to model
uniqueness: a unique pointer is one which is packaged along
with the permission to access the state pointed to. This
conception of uniqueness is weaker than the usual sense of
uniqueness in which there are no other pointers to the state
in the store. However, in our system, any other potential
pointers to the same state come without permission to access
it, and thus even the limited sense of uniqueness provided by
permissions is sufficient for analysis purposes. The problem
is not the existence of aliasing pointers, but rather the access
of the state through these aliasing pointers.

Let’s return to the method badBorrow() in Figure 1. The
borrowing read of p is legal, as q can borrow p’s permission
to access the state of the Point object. However, the call to
rmake () is annotated with an access of p’s state. Therefore,



permission to access p is passed to rmake() and lost to g.*
Once q loses the permission it had borrowed from p, the
access q.x becomes statically illegal.

Of course not all pointers are unique. A shared pointer is
modeled by having the permission to access the pointed-to
state “nested” in a globally accessible permission. Now, we
want to make sure that it is impossible for two separate parts
of the code to grab the permissions to the same shared state.
This could be done using dynamic checks, but in our system
we use the type system to prevent the same permission from
being removed twice at the same time.

Languages often permit a “null” pointer to be used in the
place of a pointer to actual state. Our system makes this
detail explicit: the permissions associated with a possibly-
null pointer are conditional on the boolean formula that the
pointer is not null.

Thus the type system described in this paper has the fol-
lowing properties:

e Permissions model both effects and uniqueness.

e The “nesting” (adoption) of permissions models shared
state and aggregation of state in “data groups.”

e “Permission closures” model uniqueness.

e Conditional permissions make explicit the use of “null”
or other terminating pointers.

In the following section, we describe this type system, and
then in Section 3 we show how some of our earlier effects an-
notations together with the uniqueness annotations of our
work on Alias Burying can be interpreted in the system pro-
posed in this paper. After some extensions to the type sys-
tem are considered in Section 4, Section 5 compares our
system to closely related work.

2. THESYSTEM

We define our type system over a simple low-level imper-
ative language.

2.1 Operational Semantics

The source language has four kinds of values: the unit
value, booleans, integers and pointer values (that is, object
references):

(value) v == () |true|false|n|v

Here v refers to an object reference, an absolute memory
address. The only absolute memory address that occurs
normally in unevaluated programs is $0—the value of null
pointers.

In this simple language, the only kind of variable is the
field of an object (global variables are handled by treating
them as fields of the null object). Array elements could be
handled with dependent types [18] in a similar manner.

Each field f has a declared default value and type chosen

! Actually, the method also returns a permission to access p,
but wrapped in an existential, making it impossible to prove
that q refers to the same object. In this example, of course,
q does not refer to the same object as p after the call.

from the following limited set:

vf T

O unit
false bool

0 int

$0  ptr($0)

Expressions include values, simple arithmetic (represented
by addition), comparisons, allocation, field reads and writes,
sequential composition, conditionals, procedure calls and
“nesting” (adoption):

v|ete|e=e|new{f, ... ,f}|e.f]|
su= e.f:=e|s;s|if b then s else s|call p |
nest e.f in e.f

A program consists of a mapping of procedure names to
procedure expressions. A memory consists of a binding of
fields to their values (a function). We also record “adoption”
(the nesting relation).

(program) g {p—e,...}
(location) 1 == v.f
(memory) pu == {l—wv,...}

(adoption) a {I<1,...}

There is no requirement that adoption is a functional rela-
tion, although we will require it to be acyclic.

Figure 2 defines a small-step semantics for evaluating this
language. The three interesting parts are (1) the evaluation
of new expressions in which an address is found unused in
the memory or adoption information, and (2) for writes to
fields, we require that the new value of the field be storage
compatible with the default value of the field (the relation
is defined using storage compatibility for types), and (3)
nesting which adds an adoption relation fact. Adoption can
never be undone. An actual implementation of a runtime
system would not need to check storage compatibility or
track the adoption relation; including these properties here
enables us to prove that well-typed programs preserve them.

2.2 Permission Types

The environment £ = (A;II) in which code is checked
has two parts: a type context A which is a set of address
variables r; and a bag (or multiset) of permissions II that
indicates what state we are permitted to access and what
type that state will have. Notationally, we use () for the
empty bag, {...} to indicate bag values, and + for bag
union. As syntactic sugar, we use a comma operator to
represent the flattened bag union operator

a,b2 fa} +{b} a,B2{a}+B AB2A+B

Bag unions are commutative, associative and have @) as the
identity element. Using a bag instead of an ordinary set
enables us to identify duplicate permissions.

A related operator is W, the union of disjoint sets. This
operator is commutative, associative, and feature the empty
set {} as an identity element. The union of disjoint sets, un-
like the standard disjoint union operation, is only partially
defined; thus AWA = A is true only for A = (). Additionally,
cancellation is well-defined:

AwB=AwC =B =C.
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Figure 2: Operational Semantics

F O : unit F b : bool Fn:int F v ptr(v)

Figure 3: Atomic types for values: v : 7

Fovrim v T T ~ T2

7 € {unit, bool, int, ptr(p) | p € N U R} ,
ptr(p) ~ ptr(p’)
U1 ~ V2 T ~T

Figure 4: Storage compatibility for values and types



For any environment E = (A;II), we require that all free
variables in IT are in A. For brevity purposes, this restriction
is left implicit.

We treat II in a somewhat linear fashion, in that permis-
sions cannot be duplicated. However, making use of per-
missions does not consume them. The basic permission is
the permission for a key k. As mentioned earlier, a key here
means a field of an object, whereas earlier proposals use
a whole object as a key. The permission to access a field
names the object reference p (which is either a literal object
reference v or a reference variable r) and also includes the
type stored there. We have four atomic types: (The use
of “ ... ” here means there are other forms for types and
permissions.)

(object reference) pu=v|r
(key) k:u=p.f
(type) 7 ::= unit | bool | int | ptr(p) | ...
(base permission) [B:u=k: T
(permission) wu=pg]...

Two atomic types 7 and 7’ are “storage compatible” (writ-
ten 7 ~ 7') if space storing a value of type 7 can be reused
to store a 7’. This relation (see Fig. 4) is only true for the
four atomic types listed here, and thus 7 ~ 7 if and only if
7 € {unit, bool, int, ptr(p) | p € N U R}, where N is the set
of all object references and R is the set of all reference vari-
ables. Additionally all pointer types are interchangeable:
ptr(p) ~ ptr(p’).

Fields of unit type do not store any information, but in-
stead are used to model “data groups” (we use the termi-
nology of Leino and others [17, 11] with the semantics of
our “regions” [15]). Aggregation of fields into data groups
is accomplished by nesting, for instance p.x : int < p.loc
means the “x” field of the object at p is part of the “loc”
data group. We assume the existence of a field “All” with
type Tan = unit. Conventionally, an object constructor may
ensure that all of its fields are adopted into its “All” data
group, directly or indirectly.

Permissions may be combined using the comma operator,
as explained above.2 We denote a general bag of permissions
I = {m,...}}, or a bag of base permissions B = {3, ...}.

The type system described here uses a simple logic that
can be represented by boolean formulae over equalities k =
k' and typed adoption facts k: 7 < k':

(formula) T' == true |DAT|-T'|k=Fk|
kE:m<k|...

We write k # k' as shorthand for —~(k = k'), and p = p as
shorthand for p.All = p’.All, where “All” is a data group
in which all of the fields of the object are nested, perhaps
indirectly. A boolean formula can be used as a permission.
It does not give any permission to access the heap, but it
does constrain which situations can occur.® Boolean formu-
lae represent fixed truth, since the equality of two addresses
is immutable and adoption cannot be undone. The value of
a formula (especially adoption) may be unknown, but once
it gains a value, that value cannot change during execution.

2The comma operator is roughly the equivalent of the % in
separation logic, while the empty bag is similar to “emp.”
3Thus our system can be seen as a particular model of the
logic of Bunched Implications [19, 20].

Since adoptions (nesting) can happen at any later time, it
will be seen that the consistency rules never give a false
value to an adoption fact; either it is known to be true (and
thus unchangeable) or it is not known. The syntax also pro-
vides a construct for named recursive formulae ¢ over object
references:

(formula) T == ...|t(l1,...,1ln)

The formula ¢ is given a definition by an implicit global
environment T: T(t) is a formula with free variables in
{r1,...,rn}. We implicitly require/assume that all uses of
a formula supply the correct number of arguments.

Following “Adoption & Focus” [8], a conditional permis-
sion is written in the form of a linear implication using
—o. * There are two forms of this operator, I'—oII and
B —olIl. The first form means that we have all the per-
missions implied by II if the formula I' is true and no per-
missions otherwise. The second form means that we have
all the permissions implied by II except for those base per-
missions contained in B, which must be contained directly
or indirectly within II. We don’t permit the general form
II; —oIl2 because of technical difficulties. All permissions
are precise [21]: given a particular assignment to the ad-
dress variables, and a particular assignment of values in the
heap, the permissions can be satisfied in only a single way.
We exploit precision in the way we check and manipulate
(conditional) permissions.

Thus we have the following three remaining forms for per-
missions:

(permission) w == ...|T|T—oll| B—olII

For example, suppose x is a global variable (represented by a
field of the null object) that may be null, but if it is not null,
we have permission to access all of the fields of the pointed-
to object. This situation is represented by the following bag
of permissions:

$0.x : ptr(p), p # $0 —o p.All : unit

Now, we often do not know what the actual pointer value
of a variable is and thus need to use some form of quantified
types. For this reason a variable may have existential type,
for example x : Jr.ptr(r), but this form is not sufficient,
because we need to be able to express permissions about the
existentially bound address variable. Thus we have a form
for compound types which connects a bag of permissions
with an existential:

(type) 7 == ...|3r7 withII

In order to easily maintain precision, the type system de-
scribed in this paper only accepts 7 = ptr(r) in this context.

Suppose that x, if not null, points to some unique object.
We can express this situation as follows:

$0.x : Ir.ptr(r) with 7 # $0 —o r.All : unit

This is exactly how we express the concept of a unique
pointer. While other fields in the system may have the
same pointer value, no one else has the permission to access
the pointed-to state, since permissions cannot be duplicated.
This formulation is essentially the same as in Vault [7] with

4The separation logic implication operator — is closer in
semantics.



the addition of conditional permissions which make the pos-
sible null-ness of a pointer explicit.

The other form of conditional permissions is used to rep-
resent “carvings out” in which permissions of the adopted
fields are carved out of the adopter permission. We write

k:rm\{ki:71,... ,kn:7n}
as a shorthand precisely for
(ki:m <EAN...Nkn:mn < k),
((k1:71,...

One use of this shorthand is that the type system allows this
compound permission to be sufficient to access the value
stored in field k. It is also possible to carve out further
adoptees that are known to be distinct from the existing
carvings out.

A procedure may be polymorphic over some location vari-
ables A. It accepts a bag of permissions and returns a
(possibly new) bag of permissions, using perhaps some new
variables. A program type has a type for each procedure.
Substitutions map address variables to other variables or to
absolute addresses.

ykn i Tn) ok :T)

(procedure type) a == VA, (II — 3JAI)
(program type) w == {p:a,...}
(substitution) o == {r—p,...}

For a procedure type VA;.II1 — 3As.I12, the free variables
of II; must be included in A; and the free variables of Il
must be included in A1 WA,. Parameters and results can be
passed in global variables or in specially created activation
objects. Substitutions are used to transform the permissions
into a form accepted by a procedure and to convert the
resulting permissions back. Substitutions are typed by their
domain and range:

Dom(o) = A Rng(c) CA'UN
o: A — A

Here N is the set of all absolute (object) addresses. Substi-
tutions are lifted to apply to permissions in the normal way,
and in particular o acts as the identity function on address
variables outside of its explicit domain.

The type rules corresponding to the syntax are given in
Figure 5. Each expression produces a possibly new environ-
ment after being checked and thus our relation is E F, e :
7 - E’ where w is the program typing. We will often chain
together relations asin Ebye: 74 E F,e 7/ 4 E”.

The IF rules bear some explanation: as well as a default
rule, we have a special case rule for the comparing of point-
ers. The type system makes the equality or inequality being
tested available in the corresponding branches. At the end
of an if, we need to merge the two environments (see Fig-
ure 6), which makes use of substitutions. The IFTRUE and
IFFALSE rules are needed for type preservation.

The rule for nest expressions requires that the key be-
ing “adopted” be fully available (without anything carved
out) and not equal to any key currently carved out of the
“adopter.” This rule prevents keys from being twice adopted
by the same adopter, and also prevents self or cyclic adop-
tion. It does not prevent a key from being adopted by two
different adopters.

The rules enable the following widening lemma (an ana-
logue of the frame axiom of separation logic):

LEMMA 2.1. Given a type-checked program g (- g : w),
an expression e that type-checks (A;1l1 b, e : 7 4 A 11Y)
and an environment A”;Ils, then e also type-checks with
a larger set of permissions (A U A”;114,Il2 Fy e @ 7
AU A";T, ) in which the unused permissions are mot
changed.

2.3 Consistency

Types can ensure that programs don’t go wrong, but only
if the memory is in a state matched by the types, or per-
missions in our case. This is represented by the consistency
relation which is written

u;a = A; 11 consistent using o; (A<, Ar)

and is defined using the inference rules in Fig. 10.> Con-
necting the static types to the run-time state has two as-
pects: object variables must be replaced with absolute ad-
dresses, and implied permissions (from existentials or adop-
tion) must be made explicit.

The first witness to consistency is therefore a substitution
o : A — () that maps each object variable to an absolute
address: the empty set range meaning that the result of the
substitution uses no variables.

A second witness to consistency is the pair of assumption
sets A = (A<, Ar). The first part of the assumptions is a
set of typed adoption facts Ax = {l: 7 < 1’,...} where 7 has
no free variables. The second set of the assumptions is a set
of boolean formulae assumed true Ar = {t(v1,... ,Vn),...}.
Figure 7 shows how boolean conditions are evaluated given
these assumptions. Adoption facts or applications outside
of these sets are not assumed to be false; rather they are
unknown. Location equality is known to be true or false
because all addresses are absolute.

For consistency checking, the substituted permissions oIl
are flattened into a set II of permissions of the form:

(flat permissions) n .= {l: Tatom,- .-}
(primitive type) Tatom = unit |bool | int | ptr(v)

The flattening operation unpacks all existentials and carves
out all adopted permissions so that one is left with a map
that gives an atomic type for every location that the origi-
nal permissions implied. Figure 10 shows how the flattened
permissions are checked for consistency against the memory.
It is also necessary to ensure that there are not two permis-
sions to the same state. If the permissions involve distinct
(atomic) types, the memory consistency check will fail. To
prevent two identical permissions from being accepted, the
rules only use union of disjoint sets W to combine flattened
permissions. The last two requirements of Figure 10 check
the adoption assumptions against the actual adoption state,
and check the bodies of the assumed predicates.

The bulk of the flattening work is done in Figure 8 which
defines the relation p; A; B + IT |} II. The B set consists
of permissions that are carved out of II and thus must be
accounted for exactly once while flattening I (and removed),
as can be seen in rules CP-IMp and CP-IDENTITY.

Of special interest here is the CP-FIELD rule which han-
dles adoption. For every typed adopted field I' : 7/ < I, we
flatten this field in turn. The acyclicity of adoption ensures
that this rule does not lead to infinite recursion. The re-
quirements B are split between Bi, which is further split

5Consistency serves a similar purpose to that of the forcing
relation (}=) in separation logic.
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EF, eites s int 4 E” E o ei=e3 : bool 4 E”
NEwW
r fresh

ATy new{f; | 1 <i<n}:ptr(r) A{r} UA;r.fi:7f |1 <i<n,II

READ
EF, e:ptr(p) 4 AT m'=p.f:m\{..},I T~T

Eroe.f:74A T

WRITE
E}—welzptr(p)—(E'}—weg:T%A”;H" H”:p.f:T/\{...},Hl T~ T ~Tf

Ebrger.fi=es :unit 4 A" p.f : 7\ {...}, 11

SEQ Ir
Etroe:uit4E +, e :74E" E+., eo: bool 4 E' E'F, e1:unit 4 E; E'F, ez : unit 4 Es E'=E\V E,
Etr,e;e :74E" Et, if e then e; else es : unit 4 E”
IFEQuUAL

Erge:ptr(p) 4 E' F, € :ptr(p’) 4 A; 1T
A;(p= p'7H) . e1 :unit 4 E A;(p# p',H) . ez : unit 4 Es E'=EiVE,

Et+, if e=€¢’ then e; else es :unit 4 E”

IFTRUE IFFALSE
Et,er:unit4E EFo e :unit 4 E
E+, if true thenejelsees : unit 4 E’ E+, if false thenej elsees : unit 4 E’
CALL

w(p) = VAL.II; — 3As.0211, o1: A1 — A A’ fresh o2 A= Ay
A; 01111, 113 Fy, call p:unit 1A U A/;01H2,H3

NEST

EF,e:ptr(p) 4 E' e :ptr(p) 4 A”; 117

k=p.f E=p.f H”:(k:T,k#h/\.../\k#kn),k':T'\{kl:7'1,...,kn:Tn},l_h
Et, nest e.f in e/.f/:unit%A//;(k/:T/\{lﬁ STL, ... ,kn:Tn};k:T<k/),H1

Proc PROGRAM
Aqp;1 by e s unit 4 Al oIl ATNAy=0 o: Ay — A} pracw=F,g(p):a
Fo e: VALIL; — JAL.I15 Fg:w

Figure 5: Syntactic Type Rules

AT = o Ao IT VAGH 1D = 0o oI A=A1NA A — A fresh reA=oir=r
(A5T) = (Ay; 1) V (Ag; IT2)

Figure 6: Environment Merging



into a bag for each adopted field, and B2, which is satisfied
by 7. All the resulting permissions are combined using union
of disjoint sets. Figure 9 handles the possible unpacking of
7 using the actual memory value of the location. If the type
is already atomic, it does nothing (not even checking that
the value has the designated type). For an existential, we
use the value to substitute the object variable.

2.4 Transformation

The type rules given above do not have any way to use (or
create) conditional permissions, or to carve out or replace
permissions from their adopters. Thus we add the concept of
transforming permissions. In a typing proof, one may insert
permission transformations before or after any expression
using rule TRANSFORM in Fig. 11. (This rule is the equiva-
lent of Hoare’s rule of consequence.) The figure also shows
that the condition for a valid transformation is that consis-
tency remains unchanged (using the same or larger substitu-
tion and adoption assumptions—the other assumptions are
verified in consistency).

We prove a lemma that transformations are compositional:

LEMMA 2.5. If we have two transformations: A;Il; >

I and A;Tla > AL TI5 where the fresh variables in-
troduced are disjoint (A7 — A) N (Ay — A) = 0, then the
two transformations can be merged: A;I11, 11> > A’ 117,115
where A" = A} U A,

The definition of E > E’ is not constructive, but it is easy
to define (and prove soundness) of such special cases as in
the following lemma:

LEMMA 2.8. The following rules hold:

E=E AT > A A; ) = Ajtrue
AT AT =A;T,T A=Ay -
Ast(pr,- -y pn) = Asfre = p1, .o — pn]T(1)

(A II > AsT) = (A IT= AILT) A; =T > AT —oII

AT, II= AT, T —oIl ATl =A;0 oIl

A;0=A;B—oB
REDUCE

A; By —0 Bs, (B2, B3) —o1ls > A;(B1,Bs) <14

CARVE-OUT
F=k:7<kANk#kiAN...Nk#Ekn
B={ki:m,...kn:m}

Ak TN\ {B}, T > Ak :7\{k:7,B},k:T

Pack
(A k - ptr(p), [r — p]II) > (A; k : r.ptr(r) with II)

UNPACK
r’ is fresh

(A; k : Fr.ptr(r) with IT) > ({r'}UA; k:ptr(r’), [r — ¢']I)

The second sample rule shows that keys can be dropped
during a transformation. These represent work created for a
garbage collector. Alternatively, if this transformation can
be used, it shows where deallocation can be done safely.

Rule REDUCE is a generalization of (linear) Modus Ponens
(B1 = Bs =0).

Rule CARVE-OUT shows how one can carve out a key from
another key. It can be replaced using the earlier more gen-
eral rules involving linear implication. The last rules show
how existentials can be introduced and eliminated.

2.5 Soundness

Consistency enables the progress of evaluation and preser-
vation of types for well-typed expressions in environment
with no address variables:

LEMMA 2.9. Given a type-checked program g (- g : w),
an expression e that type-checks in a variable-free environ-
ment E = (0;11) (Ety e: 7+ E", E' = (A";I"), we
do not require A" = () and a memory and adoption infor-
mation consistent with E (u;a = E consistent), then either
e is a value or there exists an evaluation step ((u;a;€e) —g
(u;"a’;e’)) and for any such evaluation step, there erists a
substitution (with absolute addresses) on some of the new
type variables o : A — ) where A C A" such that the re-
sulting expression type-checks in a new environment E' =
(0; 1) with the substituted result (E' Fo, ¢ 1 o1 4 A" —
A;011"). In addition, the witness A’ for the new consis-
tency will include everything in the witness of the origi-
nal consistency A ( A C AL, Ar C A%), and further-
more the new flattened permissions will only include loca-
tions from the old permissions or newly allocated memory:
Dom(I1') N Dom(u) € Dom(11).

More pertinent to this work than progress and preserva-
tion is the fact that if one does not have the permission
to some piece of state, one cannot access it (read, write or
adopt) as shown in the following lemma:

LEMMA 2.10. Given a type-checked program g (& g : w),
an expression e that type-checks in a variable-free environ-
ment O;I1 F, e : 7 4 E”) and a memory and adoption
consistent in an environment with more permissions (u;a b
0; I, I11 consistent), then the evaluation of the expression
(if any) will not read or write any field mentioned in the
flattening of the extra permissions (ﬁ+ ).

We now can prove a separation theorem:

THEOREM 2.11. Given a type-checked program g (& g :
w), two expressions ei, ez each of which type-checks in a
variable-free environment 0;11; F., e; : unit - E{) and a
memory and adoption consistent with the combined environ-
ments: (u;a = O;111, > consistent), then when evaluating
the expressions in sequence ei;ez no state will be accessed
by both expressions.

2.6 FutureWork

The work described here is partial and ongoing. Further
work that needs to be addressed includes:

e Formalizing the > relation as a logic, and coming up
with a conservative algorithmic approximation.

e Addressing the nondeterminism of the IF rules (espe-
cially the rule for E; V E»).

e Handling “while” loops. In the system here, a “while”
loop must be expressed as a call to an explicitly typed
recursive procedure. It would be desirable if the re-
quired invariant could be inferred instead.



CB-Axiom=< . CB-NEG CB-ANDFALSEL
CB-TRUE (l:r<U)e A CB-Equar AFT =50 ATy = false

Al true = true AFl=l'=(1=1")

AbFl:7 <1l =true AF-T'=-b AFTy AT = false
CB-ANDFALSE2 CB-ANDTRUE CB-AxioMT
AF Ty = false AFT1 = true AFT5 = true t(vi,... ,vn) € Ar
AFT1 ATy = false AFT1 ATy = true At t(vi,...,vn) = true

Figure 7: Consistency rules for boolean formulae: AT =b

CP-TRUE CP-FALSEIMP CP-TrUEIMP

C?;E’%“fgl} 0 AFT = true AT = false AFT = true w; A; B Iy IO
o AT U () pAOFT oI | {) w A;BET oIl | 11
CP-ImpP ) CP-UNION ) )
1 A; By, By FILULTI CP-IDENTITY WA B FIL T py Ay By 10, L 10,

wAl:rHL:T{}

w A; Bi + By —oII | II w; A; By, Bo 114, I1o ) T W1,

CP-F1ELD
Bi= Y Buy  pmABuo Uit Wl = [ Tpe wABebpl) 7 I s Tagom
(7' <l)eAx (7' <1l)e A
wA; By, BoH 17§ IL &Jﬁ2&J{l ! Tatom }

Figure 8: Consistency rules for permissions: pu; A;BFII | I

CT-UNIT CT-BooL CT-INnT
w; A; 0 vz unit § {} : unit w; A; 0+ v bool § {} : bool w; A; 0 v int § {} : int
CT-WitH )
CT-PrR w A;BE[r— oI 1T

s A;0F v pt : pt -
. viptr() 4 ) ptr() u; A; BE v Ir.ptr(r) with I 1T : ptr(v)

Figure 9: Consistency rules for types: u; A;BF v Io:r
a is acyclic g: A= w; A0 F oIl |} 1l (I : Tatom) € = r w(l) : Tatom

Fr(l:r=<l)eAs s (=<l)eca t(W1,... n) EAr = AF [r1 > v1,... ,7n — 1p|T(t) = true
u; a = A;II consistent using o; (A<, Ar)

Figure 10: Consistency rules for memory

Visaioia<,ar (45 a - E consistent using o5 (A<, Ar)) = Jar o100 (H5a 't E' consistent using o'; (A<, AT))
E>FE

TRANSFORM
E>FEiFoe:7TH4E > F

Eroe:T7HE

o’ D o means that r € A = o'r = or, and E1 = E2 means E1 > FEa A Ex > Ej.

Figure 11: Transformation rules



3. REALIZING ANNOTATIONS

Instead of directly using the low-level types formalized
in this paper, we can use them to express commonly pro-
posed higher-level annotations. The annotations only use
a stylized fragment of the type system, and thus lack its
full expressive power. As has been done with complex typ-
ings [22] used for object-oriented languages, one may be able
to provide a simpler type system to check the annotations;
the simpler system could then be proven sound against the
full type system.

The following annotations can be realized with our exten-
sion of adoption:

data groups A class may declare data groups. A field
is tagged with its parent data group; a data group
may also have a parent. Unlike our earlier work [15]
(where data groups were called “regions”), a field may
be nested in two data groups. However, at most one
data group may actually contain the field at a time.

reference annotations A field, parameter, receiver or re-
turn value is tagged with one of the following annota-
tions: unique, shared or borrowed, where the latter
is legal only for parameters and receivers. A weak form
of ownership can also be handled as a generalization
of shared.

effects Any method may be annotated with effects. Since
this paper does not use fractional permissions, we do
not distinguish between read and write effects. The
state accessed is expressed using one of the following
forms: this.f where f may be a data group; p.f
where p is a formal parameter; other which means
anything accessible from $0.All.  We are looking at
ways to extend the system to represent effects on state
such as any.f which represents all f fields (or data
groups) of any object accessible from $0.All

3.1 Classand Fied Annotations

We represent class types by named, potentially recursive,
fact-creating functions with one parameter for the address
of the object. The facts include one adoption fact for every
field and data group. For simplicity, we assume the exis-
tence of a single root data group “All” in which all fields are
nested (perhaps indirectly). The fact for a field includes its
type which, for pointers, is an existential whose body is a
macro-call that takes the reference, the fact-creating func-
tion for the type and whether the pointer is “good,” usually
(p # $0).” The macro function to use is named by the ref-
erence annotation and is expanded as part of the realization
process:

unique(p,t,c) = ptr(p) with ¢ —o (p.All : unit, ¢(p))
shared(p,t,c) = ptr(p) with ¢ —o
(p-All : unit < $0.All A t(p))
borrowed (p,t,c) = ptr(p) with ¢ —ot(p)
The “borrowed” annotation is legal only for method param-

eters (and receivers), and indicates that the parameter does
not come with permissions on its own; any permissions are

"If we were to add non-null annotations (as Fahndrich and
Leino [23] suggest), the condition could be strengthened to
“true” for non-null pointers.

provided in the method effects. This formulation of bor-
rowed and unique is similar to that in Vault [7].

Consider the Point and Rectangle classes in our original
example (Figure 1). For these simple examples, we get the
following “fact-creating” functions:

class Point {
group Loc;
int x in Loc;
int y in Loc;

}

Point(ri) =
ri.Loc : unit < r1.All A
r1.x :int < r1.Loc A
r1.y @ int < r1.Loc)

Rectangle(ri) =
r1.Looks : unit < r1.All A
r1.Dims : unit < r1.Looks A
r1.tl : Iro.unique (r2, Point, ro # $0) < 71.Dims A
r1.br : Irg.unique (r2, Point, r2 # $0) < 71.Dims A
r1.n : Jro.shared (ra, String, ro # $0) < r1.Looks

3.2 Parametersand Methods Effects

The parameters and return value are packed into an “ar-
gument” object pointed to by a global ap. We also give
general access to a number of global “temporaries.” Per-
missions to access all these globals, the parameters and the
return value are passed to and returned from the procedure.
When a procedure is called, the return value is uninitialized
(if a pointer, has a pointer type with an address variable for
which we have no information). At the end, the parameters
are uninitialized. The procedure type is polymorphic using
a variable for the argument object, the receiver, each pointer
parameter and the result (if a pointer value). The permis-
sions for each parameter are typed on procedure entry using
the same macros for the pointer annotations, except this
time the macro-calls are not wrapped in existentials. (The
“with”-bound permissions are simply dropped into the sur-
rounding permission bag.) The return value is typed using
the annotation macro-call upon exit.

The effects of the method are realized by permissions that
are passed to the procedure and then returned. A data group
of a receiver or parameter is represented by a data group
of the corresponding location variable. The state other is
represented by $0.All. If some of the effects’ state are known
to be shared (directly or indirectly adopted into $0.All), the
permission will be carved out in advance.

For a simple example, consider a method of Rectangle
that changes the name of a rectangle:

void setName(shared String n) borrowed
accesses this.Looks;

Its realized type is

Vre,re, h.
($0.ap : ptr(ry), temps, r¢.Looks : unit,
r¢.this : borrowed (ry, Rectangle, true),
r¢.n: shared (ry, String, r, # $0) —
3r;,.($0.ap : ptr(ry), temps, r.this : ptr(re),
rrn: ptr(ry), re.Looks : unit)

3.3 Discussion

This realization links parameter annotations and effects
more strongly than in our previous work: it does not per-
mit (read-write) borrowed parameters to be aliased; it does
not permit shared state to be passed borrowed to a method
that affects other. Intersection types “solve” this prob-
lem at the cost of a number of variants, exponential in the



number of parameters. On the other hand, the stricter def-
inition is probably a good default; a parameter whose state
could be accessed through another parameter or through a
global variable should be declared as such. The stricter rule
corresponds closely to the new ANSI C restrict qualifier
as formalized by Foster and others [24].

The realization described here does not fully handle in-
heritance and virtual overriding because there is no way to
express downcasts. Neither does it handle the problem of
partially constructed objects. We hope to use Fahndrich
and Leino’s “monotonic heap states” [25] to describe how
the “facts” for an object grow from the facts provided by
the superclass to the additional ones provided by the sub-
class.

4. EXTENSIONS

Recursive permissions allow the definition of aliased struc-
ture in a similar way as in “recursive alias types” [26] with
the important distinction that since we use conditional per-
missions rather than union types, the “end points” (null
pointers or back-pointers) don’t need to have a different
type: a doubly linked list can be appended to in both direc-
tions, and a circular list can be “rotated.” These operations
require the whole aliased structure to be viewed from a dif-
ferent angle, which requires transformation steps that can
be proved using inductive proofs.

For instance, a doubly-linked list between a header node
at address h and a tail node at address ¢ can be defined by
the permission DLLF(h,t):

DLLF(h,t) = {h.p: ptr(0), DLLF1(h,t)}

fn: In.ptr(n) with

f #1l—o(n.p: ptr(f),
DLLF1(n,l)),f =1—on=$%0

DLLF1(f,1)

This type, which makes it easy to access the front of the list
(to add or remove nodes) can be converted into the sym-
metric type (not shown) that views the list from the tail,
without any data changes. One simply uses environment
transformation. Thus unlike external uniqueness, one can
move individual links between two unrelated lists, and un-
like recursive alias types, the structure can be added to at
either end without changing the rest of the list.

Similarly, a type for circular lists entered at address h,
CIR(h) can be defined:

CIR(h) = CIR1(h,h)
. p.n: In.ptr(n) with
CIR1(h,p) = { n # h—o CIR1(h,n)

This type can be “rotated” using environment transforma-
tion without changing any stored data. These types are very
similar to the heap types written using separation logic [27,
20], and thus these positive aspects are not particularly sur-
prising. The novel twist of this work is the addition of “adop-
tion” which enables permissions to be captured in non-linear
(“intuitionistic”) facts. For instance, the header node of
the circularly linked list could be described by the following
(non-linear) type:

Circle(c¢) = ch: (3h.ptr(h) with
h # $0 —o CIR(h)) < c.All

This type, being non-linear, is immutable and can be broad-
cast everywhere, but wherever/whenever the simple (lin-

ear) permission c.All : unit is available, the circular aliasing
structure can be recovered.

Another extension that we are actively pursuing is the
idea of fractional permissions [16]. A write permission is
viewed as a whole permission that can be split up into (frac-
tional) read permissions. The write permission can be re-
stored after recovering all the various read permissions and
reassembling the whole permission. Stated simply, we add
the equivalence:

II = 1H7 1
2 72

Read effects are modeled by read permissions (of some un-
known fraction) that are sent to a procedure and then re-
turned. While the procedure is active, the state is tem-
porarily immutable. Full immutability is achieved by hiding
a fraction inside an existential. Here x is a global variable
that points to an object with an immutable integer field:

$0.x : Ir.ptr(r) with r # $0 —oJz.2r.val : int

An immutable reference can be split into two by unpacking
the existential, splitting the remaining fraction in two and
then repacking two separate existentials. With fractions,
one can also model read-only (shared) variables, and unique-
write variables.

Fractions complicate the type system, which is one rea-
son why they were not included in the system described
in this paper. The thorniest issue is that the equivalence
given above is not necessarily sound if II is not “precise”
(the two fractions could refer to incomparable views that
cannot be “added” together), but the rule for splitting an
immutable reference relies on imprecision in the existential.
The dilemma can be solved by disallowing the use of an ex-
istentially bound fraction variable in “negative” positions in
the permission (on the left-hand side of —o).

Fractions are however very powerful. For a flavor of what
they can do, consider modeling iterators in a collection sys-
tem such as JDK 2. While an iterator is running over
the container, the container should not be mutated, except
through the iterator, and then only if there is only one it-
erator in action. Thus a container can support multiple
read-only iterators, or a single read-write iterator. A read-
only iterator is created by splitting off a (read-only) frac-
tion of the whole container, from which is obtained a (read-
only) reference to the internal structures which is used for
the iterator. When one is done with the iterator, the parts
are returned, and the container fraction is reassembled and
merged back into the rest of the container. A read-write
iterator is constructed using the same process except with
the entire (writable) container. Mathematically, the process
of creating an iterator uses the equivalence

zContainer = 11terator(z), 1Iterator(z) —o z Container

We run the equivalence forward to construct an iterator, and
in reverse when we are done with it. If z = 1, we are creating
a read-write iterator, otherwise a read-only iterator, or more
precisely a mutable iterator over read-only state.

5. RELATED WORK

The work is closely related to the work of separation
logic [27] and the logic of bunched implications (BI) [19,
20, 21]. Many individual comparisons are scattered through
the paper. The biggest technical addition of this work is



adoption. Our consistency check is syntactic which causes
restrictions in the forms of existential and conditional per-
missions, not present in BI. Overall, this work is working
toward automatic type-system-like inference of a proof of
aliasing properties, whereas Reynolds, O’Hearn and others
are emphasizing a logic used for program verification.

This work was conceived as an extension to the “adoption
and focus” work of Fahndrich and DeLine [8]. Their type
system permits a linear pointer to be irrevocably “adopted”
by another pointer. Then the pointer can be duplicated (i.e.
copied nonlinearly) with a “guarded type” g > 7 where g is
the adopter. Should some piece of the code need to use
the pointer and it has access to the adopter, it can “focus”
on the adoptee and gain the linear pointer while temporar-
ily giving up the rights on the adopter. When there is no
more need to access the linear pointer (and its linearity and
type have been restored), the linear pointer can “disappear”
back into the adopter which is then restored. Our system
extends/changes “adoption and focus” in the following ways:

1. Unlike adoption and focus, “carving out” permissions
for a nested key (“focusing” in their terminology) does
not make the nesting key (the “adopter”) inaccessible.
It only forbids carving out the same nested key again.

2. In our system, adoption (and protection in general) is
performed at the level of fields of an object rather than
whole objects. This allows finer-grained permissions.

3. We prove the type soundness of our system using an
operational semantics of adoption.

We also intend to extend our system to distinguish reads
from writes.

Adoption and focus uses Alias Types [28], a technique
to represent aliasing in the type system. Alias types can
be used to precisely describe the shape of recursive data
structures [26].

Effects systems have been defined for functional languages
in order to safely deallocate “regions” of data that are no
longer being accessed [29]. A region encapsulates a (possi-
bly heterogeneous) set of objects. This work was extended
by Walker and others [30] in a capability calculus that has
one permission key for each region. These insights were
later used in the “adoption and focus” work. An alternate
approach is Monnier’s “typed regions” [31] which combines
“linear” and “intuitionistic” references in a single system.
The system uses a “cast” operation that includes a proof of
correctness in the underlying logic (CiC [32]). It also uses
an “intended type” which appears similar to how the type
under adoption is unchanged in our system.

Boyapati and others [33, 34] have incorporated unique-
ness, effects and regions in an ownership type system for
Java-like languages. They use a permission system over
whole objects (not fields as in this work) to prevent data-
races. Uniqueness is supported in a few special situations,
such as tree-like structures. For the most part, however, the
ownership type system prevents object transfer. It appears
that transfer could be added to their system using “external
uniqueness” [6].

One of the attractive features of external uniqueness is
that uniqueness is defined for external pointers and does
not prevent aliasing internal to the object. We incorporated
this idea into our system so that if a structure with internal
aliasing is described using recursive types, a unique reference

could point to it. Using our permission system for effects
obviates the need for destructive reads.

6. CONCLUSIONS

In this paper, we describe how we can use the ideas of
“adoption and focus” to design a type system that takes
into account effects and uniqueness in a unified manner.
Conditional permissions permit one to express null pointers
without tagged unions. Field adoption allows us to express
data groups. We show how high-level annotations (method
effects and pointer annotations) can be expressed in this
system. We prove the type soundness of the system and
show how state separation can be guaranteed. It is unlikely
that complete algorithmic type inference is possible, but we
expect that a practical algorithmic inference system can be
defined that will check stylized uses of the type system, such
as that used in our realization of annotations.
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A. PROOFS

LEMMA 2.1. Given a type-checked program g (F g : w),
an expression e that type-checks (ATl b, e : 7 4 A1)
and an environment A”;Ila, then e also type-checks with
a larger set of permissions (A U A";, Iy F, e @ 7
A"U A", 12) in which the unused permissions are mot
changed.

PROOF. As e must have been typed using one of typing
rules, it suffices to show that, for each rule, if that rule ap-
plies to e using A;TI; (and returning A’; I1}), it also applies
to e using A U A”; Iy, 1> (and returning A’ U A”; 17, IT,).
Additionally, we inductively assume the lemma applies to
subexpressions of e. We now look at each rule as a separate
case:

Unit,Num,True,False,Address

As these rules neither depend upon nor alter the en-
vironment, they type under any environment and the
lemma is trivially true.

Plus ej+es

By hypothesis, we know that
A;Hl Fo e1 4+ es:int 4 A/;Hll

. To have typed this using the PLUS rule, the following
must be true:

AsTI by eq :int 4 AT Fy e2 0 int 4 A’ TTY
Inductively,
AUA" T by er cint 4 Ay UA" T TL

AT UA" T o by eo sint 4 A U A T T,
So, by applying the rule PLUS, we arrive at
AUA" I, o b, e1 +eo:int 4 A UAY T T

Equal e;=e2

The types are different than in PLUS, but the environ-
ment is treated in the same manner. Thus the proof
is essentially the same.

Read e.f
By hypothesis:
AT Fee. f:m AL

As we assume we applied the READ rule, the following
must be true:

AT by e :optr(l) 4 AT

I =0.f:m\{...},1I
T~T
By induction,
AUA" T by e ptr(l) - A UA" T .

From the second fact and from the definition of the
comma operator, we can conclude

H17H2 :l.fZT\{...},H,Hz.

This gives us sufficient infomation to apply the READ
rule with the larger environment:

AUA" T, s by, e.f:74 A,UA”;Hl17H2

New new{f; |1 <i<n}

The only requirement for this rule to have been applied
is for r to be fresh (given context A. We can safely as-
sume that r is still fresh given context AUA” because
we can type the expression in the original environment
with such a r. Thus, we can succesfully apply the NEwW
rule despite the altered environment.

Write e;.f:=e2

The typing prerequisites follow inductively as with PLUS,
one may add extra permissions to both sides of an
equation here as in READ and the storage compati-
bility requirements are unaffected by the permissions.
Thus we can prove all that is necessary to apply WRITE
in the new environment.

Seq e;e’

Again, this is essentially the same as PLUS.

If if eg then e; else es

If this rule were successfully applied, the following
must be true:

A;TIL ko, eo : bool 4 Ag; ITY
Ag;TIY Fo e1 :unit 4 Aq; 117,
Ag; I Fo eo @ unit 4 Ag; I,
AT = Ay I, V Ag; ITY,
By induction,

AUA"; T, Ts Fy, eg : bool 4 Ag UA";TIY, T
Ao U AH;H,{7H2 Fo er :unit 4 A U A”;H'lml_lz

Ao UA":TI] Tz Fy, eo s unit 4 Ag U A" T17,, ITo

Because A”, Il is an environment, if r appears in Il
then r € A”. From the definition of the V operator,
we can also conclude that A; U A”;Tl1, = 0;(Ap U
A"); 0,117, and therefore A; U A”;Tl1,, Ty = 04(Ag U
A"); (0;117), 2. But because every r that appears in
II; must also be in A” C (Ao UA”) N (A5 U A”),
o;llz = M. Therefore, A; U A”;T14,1l2 = 0;(Ao U
AQ); o (17, II2). We further assume the fresh variables
in A’ could be chosen so as not to intersect with A”.
If not, simply rename to new fresh variables in the
original typing proof. Therefore the variables in A’ —
((A1NA2)UA") are also fresh, and we may apply the
definition of V to determine that

A'UA" T, T, =
AU AH;H;G,HQ VAU A//;Hllb,nz

This, combined with the earlier inductive results is suf-
ficient to apply the IF rule and type check the expres-
sion in the new environment.

IfEqual if e=¢’ then e; else es

By hypothesis:

AT by, if e=¢’ then e; else es : unit - A’;H’l



As we are assuming the IFEQUAL rule was applied, we
know the following must have been true:

A;T by e ptr(l) - Aoy 5 Iy
Aoy Ty, Fo € ptr(l)) 4 Aoy I,
Aoy; (Thhy, I =1") o e1 :unit 4 Aq; T,
Aoy; (Mig; L # 1) Fo e2 s umit 4 Ag; Ty

AT = Aq; T V Ag; Ty,
By induction:

AUA" T, o by e ptr(l) 4 Ao, U AN;H117H2
Ao, UA"; T o by €’ :ptr(l') 4 Aoy, UA"; 1T, 112
Ao, U A" (I1,,1 = l'),Hg . e1 : unit -

A1 U A" T, 2
Aop, U AN (II1,;1 # l'),Hz . es : unit

Ao U A”; H1b7 I1s

Further, we can reiterate the argument from the IF
case to conclude that

A UA" T T, =
AU AN; Hlla,Hz vV As U AN; Hllb,Hz

Therefore, we can apply the IFEQUAL rule to type the
expression in the new environment.

IfTrue if true thenejelsees

Trivially true by induction on e;.

IfFalse if false thenej elsees

Trivially true by induction on es.

Call call p

If we assume the CALL rule had been applied to type
our expression, then its prerequisites must be true. As
before, we may assume that A’ is fresh with regard to
A UA" as well as A. Thus the only prerequisite for
this rule that requires the environment (directly) is

o1 : A1 — A

However, it is clear from the definition of substitutions
that one may increase the range of o1 without altering
its definition. In particular, one may define

ol A1 — AUA"

where o} and o1 are identical maps. By including the
II5 from the lemma in the II3 from the CALL rule, we
may directly apply the CALL rule in the environment
AUA";1I;,II2 and get back the environment AUA’ U
A"; 111,y (where II} in the lemma equals a§’)H27 I3
in the CALL rule).

Nest nest e.f in e'.f’

By hypothesis:
ATy By nest e.f in e . f :unit 4 A" (K :

Tl\{kl STL, ...

Therefore, the following must have been true to apply
the NEST rule:

A;TT by e ptr(l) 4 Ag; Tl

kn ik T <K Ak # k), Y

Ao; o ko € :ptr(l’) 4 AT
k=1f
K=1.f
I =(k:\{};k£kiA...ANkE#£ky), K :
T'\{klzﬁ,...

By induction,

AUA" T, o by e ptr(l) 4 Ao U A" g, I

ko o}, TIY

AgUA"; T, I b, € : ptr(l') 4 A"UA" I T,

And, from the definition of the comma operator, we
can deduce that,

M, T = (k: T\ {};k# ki A... Nk #kn), Kk :

T\{k1:T1,...

This is sufficient information to apply the NEST rule
and type the expression in the new environment.

7kn : Tn} 5 H,1,7 11>

We also have a substitution lemma:

LEMMA 2.2. Given a program g as an expression e that
type-checks in an environment E = (A;II) (E ko e : 7 4
E'), and given a substitution o : A1 — Ay where A1 W Ag
is a partition of A, then e also type checks in the substituted
environment oE = (Ag;01l) (0E -y, e: o 4 0E’).

PRrROOF. It is worth mentioning that cunit = unit, cint =
int, and obool = bool for any substitution o, as substitu-
tions apply only to location variables. Further, if 7 is a
pointer type, then o7 is also, because the range of o is con-
fined to location variables and literals. Thus, if 71 ~ 72,
then o7 ~ 072 for any substitution o.

Unit,Num,True,False,Address
As these rules neither depend upon nor alter the en-
vironment, they type under any environment and the
lemma is trivially true.

Plus ei+es

Follows immediately from applying induction twice.

Equal ej=e2
By hypothesis, this rule was applied, so
Etper:m4E Foer:m-E"

T1 ~ T2



Then, by induction:
cEVby,e1:0m d0E Foes:om doE”

As discussed above, o1 ~ o72. Therefore, we can
apply the EQUAL rule to get

ocE b, e1r=es : cbool 4 ¢ E”

Read e.f

We may assume the prerequisites for the READ rule
are true. Then, by induction,

oE kg e:optr(p) 4oA’; oIl

Directly applying the substitution to both sides of the
equation:

oll' =ap.f:om\{o...},0l;
And as storage compatibility holds over substitutions,
oT ~OT

Therefore we may apply the READ rule to get the de-
sired result.

New new{f; | 1 <i<n}

As the new reference variable introduced by this rule
is fresh, the rule may be applied in the substitued en-
vironment. Since the fresh variable is in neither the
domain nor the range of the substitution (nor are its
concete field types), the appropriate substituted envi-
ronment results.

Write e . f:=e2

The typing preconditions for this rule in the substi-
tuted environment follow by double induction, as with
Prus. The equality and storage compatibility precon-
ditions follow as in the READ rule.

Seq e;e’

Follows immediately from applying induction twice.

If if eg then e; else es
By hypothesis,
Et, if eo then e; else es : unit 4 E”
The following must have been true to apply this rule:
EtF, eo:bool 4 E
E' +, e1:unit 4 Ey
E' ., es:unit 4 Es
E"=E1V Es
By induction,
ocFE .y e : obool 4cE’
oFE' k., e : ounit 4 ocE;

oE' k., ey : ounit 4 o Es

We can apply some of these substitutions:

oFE o eg : bool 4 oE’
oF F, ey : unit 4oF;

oF k., ey : unit 4 ocFs

If we can show that cE” = oE; V 0 FE3, we can then
apply the IF rule to prove that

ocE b, if eg then e; else es: gunit 4 cE”

We therefore argue that if E” = E1V E2, oE" =
ocFE1VoFEs.

If (A1) = (Ay1;101) V (Ag;I02) then by definition,
there are substitutions o1 and o2 such that

AT = O’1AI;U1H/
AVHIIDES UQA';UQH/
A=A1NA;

A’ — A fresh

reA=oir=r

We assume that the domain of o1 and o3 is restricted
to A’. If not, we can choose new o; which are so
restricted, and which are sufficient for the definition of
V. As such, the only variables in the domains of both
o and o; are those in A, which o1 and o2 do not alter.

As A’ — A fresh, and as ¢’s domain was defined on
variables existing before the V operation, o can only
affect the variables in A. It acts as the identity on
the fresh variables in A’. Similarly, the range of o is
also confined to A. Thus A’ = (A’ — A) UoA and
oA’ — oA = A" — A fresh.

As the domain and range of ¢ are disjoint by definition,
or will be outside the domain of o for any r. Thus
o = o oo. Additionally, because o1 and o2 behave
as the identity for location variables in A and because
the range of o cannot include the fresh variables which
make up the (non-identity) domain of o1 and o2, o o
c,00=00c000;=0c00; (1=1o0ri=2).

We can now define two new substitutions, of = o o oy
and o5 = o oos. Clearly, cA1;0ll; = 001 A'; 00111 =
oo10A’;00101l' = oo A’; o oll’. Similarly, cAz; olls =
oho N oholl.

From A = A1 N As. we can conclude that oA =
o(A1NA2) =0A1NoAs. Then, for all r € oA, there
exists a r’ € A where or’ = r. Also, Vr € cA

o = ooir

= ooior’  (definition of 7)

= oo’ (from above)

= or (o' =1 W' eA)

= r
An identical argument may be applied to get oir =
r Vr € oA. These facts can now be used to ap-
ply the definition of V to determine that if (A’;II") =
(A1;111) V (Ag;I2), then (cA';0ll’) = (0A1;01l1) V
(0 A2; 0ll2).



In particular, for the IF rule, cE” = 0 E1 V 0 E>. This,
in turn, is sufficient (combined with the earlier induc-
tive results) to apply the IF rule and conclude that

ocFE o if e then e1 else ez : ounit 4ocE”

IfEqual if e=¢’ then e; else es
By hypothesis,
E ., if e=e’ then e; else es: unit 4 E”

As we are assuming the IFEQUAL rule was applied, the
following must have been true:

Elye:ptr(p) 4 E € :ptr(p) 4 A 1T
A;(p= p’,H) F. e1 :unit 4 4
A;(p # p’,H) F. e2 :unit 4 Fy

E'"=E1V E,

After applying induction (and recalling that cunit =
unit and obool = bool)

oE ke optr(p) 40E k€ :optr(p’) 4 oA;oll
al;(op=op',0ll) Fy e1 : ounit 4 o Fy
oA;(op # op', oll) ko ez : ounit 4 xoE2

As E" = E; V E3, we can argue again that cE” =
o FE1VoFE;>. Therefore, we can apply the IFEQUAL rule
again to get

oFE ., if e=¢’ then e; else e : ounit 4 oE"
which is what needs to be proven.

IfTrue if true thene; elsees

Follows immediately from induction on e;.

IfFalse if false thenej elsees

Follows immediately from induction on es.

Call call p
By hypothesis,
A; o111, 13 Fy, call p:unit 4 AU A/;U1H27H3

Therefore, because we checked this using the CALL
rule:

w(p) = VAl.Hl i HAQ.UQHQ

o1 : A1 — A
A’ fresh
o2 : A — A,

We can safely assume the variables in A, Az, Ay, and
A’ are all disjoint as we may always find a typing using
disjoint contexts. Therefore, oo1 : A1 — oA. Also,
oA" = A’ so oA fresh and 03 : 6A’” — As. We thus

have:
w(p) = VAl.l_h — 3A2.U2H2

oo1: A1 — oA
oA’ fresh

o2 :0A" = Ag
We can now apply the CALL rule to get:
ocA;o011l1, 0ll3 F,, call p: unit

oAU O'A'; oo1llz, oll3

Nest nest e.f in €. f’

All the equations still hold true if the substitution is
applied equally to both sides, so this rule naturally
falls out by inducting twice, then substituting over the
equations, similar to WRITE.

]

Next, we prove a narrowing rule for consistency:

LEMMA 2.3. If we have a memory and adoption informa-

tion consistent with an environment (u; a = A; 111, 2 consistent),

then they are also consistent with an environment with fewer
permassions (u;a b A;TIL ).

Proor. We first prove that u; A;0 = m1,... 7 ) I if
and only if u; A;0 F m; | II; and 11 = h—JZ II;. The result is
susceptible to a simple proof by induction using n € {0,1}
as base cases since there is only one rule for show consistency
of a set of permissions, and the B sets are empty, the non-
determinism of the split of permissions falls away due to the
associativity of the union of disjoint sets.

Given this result, it is easy to see that the the consistency
of the smaller set of permissions can be established using
the same substitution and assumption sets; we simply end
up with a subset of the requirements on the memory that
must be fulfilled. Thus the result follows. O

An important property of this definition is that the trans-
formed environment will be flattened to a subset of the flat
permissions:

LEMMA 2.4. If we have p;a = A;II consistent using o; (A<, Ar)

such that p; A;0 F oIl | I and (A;I1) > (A';IT') then
wAOF T Y1 and I D IT'.

PRrROOF. From the definition of the transformation rela-
tion, u;a = A’;TI' consistent using o'; (A<, A7T). Therefore,
by the definition of consistency, there must be some IT' such
that p; A;0 F o'TI’ |} II'. Now suppose ! : Tatom € 1I’. Then,
F u(l) : Tatom.

Also, Iriom |t Theom € I If not, we can define p/ =
ull — v] where = v : Tiom and Tiiom 7 Tatom- Then
w'sa B A;TI consistent using o; (A<, Ar) because all the
preconditions established by u still hold. But p';a - A'; 1T’
consistent using ¢'; (A<, Ar) is clearly not true, as we will
not be able to show that - p'(I) : Tatom (because, of course,
l_ /"L/(l) : Ta/‘ltOIIl)'

But from p;a = A;IT consistent using o; (A<, Ar) such
that u; A;0 F oIl | fL we know that = u(l) : Thom. But
then Tatom must equal Thom, SO | 1 Tatom € 1. O



LEMMA 2.5. If we have two transformations: A;Il; >

LI and ATl > AS;II5 where the fresh variables in-
troduced are disjoint (A7 — A) N (A — A) = 0, then the
two transformations can be merged: A;111, 11 > A’; 115, IT5
where A" = A} U A,

PROOF. Suppose we have some pu,a, o, A<, Ar such that
u;a B A;II;, 112 consistent using o; (A<, Ar). Then, from
Lemma 2.3 and the definition of transform (>), there are A7,
and o such that u; a = A;TI; consistent using oo; (A<, A7T).
Thus, using the definition of transform again, there exists

A1 and o1 such that u;a = Aj; T} consistent using o1; (A<, A71).

same proof may be reused within the larger set of assump-
tions.
We may therefore modify the above facts:

3 Ay Ary U Aa; O F oIy 1T
W A<, A1 U Aro; O F oIl || I,
(l : Tatom) S 1211 = F /’L(l) * Tatom

(l : Tatom) S ﬁZ = + /l(l) © Tatom

Similarly, there exists Ar2 and o2 such that p; a - A%; 15 consistent usim%(g/gl;7 (zfl‘iv:lﬁ?g.ATl = A, Ar U Aga b [ —

From the definition of memory consistency we may con-
clude that the following facts must be true:

a is acyclic
o1: AL —0
o2 Ay — ()
Ir(l:T<l)eAs e (=<l)€a
p; Az, Ary; 0 o114 1T
p; A<, Ara; 0 oolTh | 115
(1: Tatom) € IIi = F (1) : Tatom

(l : Tatom) S 1212 =+ M(l) * Tatom

t(l/l,... ,IJn) € A :>A<,AT1 = [7‘1 — Vly... yTn —
v |T(t) = true
t(i, .. vn) € Ara = A, Ao b [ri > vay ooy —

v|T(t) = true

Let us define o’ : A’ — @ as follows:

alr) ifreAnA’
dr)y=< oi(r) ifreA;-—A
oa(r) ifreAj—A

This substitution is well-defined, as Aj — A and A5 — A are
disjoint. Because o1 2 00 2 0,° Vr € AL o/'(r) = o1(r)
and thus ¢'(I13) = o1(I1}). Similarly, Vr € Ay o'(r) =
o2(r) and thus o' (I13) = 02(I15). Also, from the definition
of o/, r€e A= cd'r=0r,s0o0 Do.

Suppose A, A7 W T' =b. Then A, Ar UAL T =b.
Why? Because the only effect adding assumptions to Ar can
have on the consistency of I' is with the rule CB-AxiomMT
which would serve to make something which had been unde-
fined true. But no truth values were undefined in the origi-
nal proof (or it wouldn’t have been a proof). Therefore, the
same proof may be reiterated with extra unused assump-
tions. This in turn implies that if u; A<, Ar;0 = oIl | II,
then p; A<, A UA%L; O+ oIl |} II because the proof trees for
the boolean formulae will not change as above, and the the
remainder of the permission consistency rules do not refer
to Ar and so will not be affected by its contents. Again, the

5That the D relation on substitutions is transitive follows
immediately from its definition

Viye..  Tn — vp]T(t) = true
t(wi, ... ,vn) € Ao = AL, Ami U Ao b= 11 —
Viye.. yTn — vp]T(t) = true

the first two may be combined using the CP-UNION rule to
get:

1t; A<, Ay U Ao 0 F o111, 00115 § T, I,
As discussed above, this is equivalent to
; A<,AT1 U ATQ; 0r O'/(Hll,ng) U fh,ﬂz

We can further use straightforward logic to combine pairs
of implications:

(I : Tatom) € ﬁ17f12 = F u(l) : Tatom
15(1/17 . ,IJn) € Ari1 U Ao = A<,AT1 UArs [7‘1 —
Viy.o. 7 — Up|T(t) = true

We now have enough facts to directly apply the definition
of memory consistency and get:

w;a - AT, TI5 consistent using o; (A<, Ar1 U Ara)

Thus, for any u, a, o, A<, Ar such that u; a = A; 14, II5 consistent using
we can produce an A1 UAr2 such that p;a = A’; 114, IT5 consistent using o

Ars). Therefore, by definition, A; 111, Tlo > A’ T}, 1T,. O

After adding TRANSFORM, we must re-prove Lemmas 2.1 and 2.2.

LEMMA 2.6
and an environment (A1;111), the corresponding larger sets
also form a transformation (AUAq1; T 11 > A'UA; T, 14 ).
Therefore, given a type-checked program g (v g :w), an ex-
pression e that type-checks (A;11y > A";TI{ ko, e @ 7
A" " > A';11}) under TRANSFORM, and an environ-
ment Ag;Tls, then e also type-checks with a larger set of
permissions (A U Aq; 11, 1o > A” U Ag; I, T1p by, e 7
A" UATIY Ty > A'UA; T, o) in which the unused per-
missions are not changed. That is, Lemma 2.1 holds even
with the TRANSFORM rule added.

PRrROOF. It should be clear that adding extra, unused vari-
ables will not affect consistency. Thus we may conclude that
(AUAGTT > A" UA;IT). Also, trivially Aq; 1T > Aq; I,
as whenever Aq;1Il; is consistent, Aq;II; is consistent. This
second transformation introduces no fresh variables. There-
fore, we may apply Lemma 2.5 to get (A U Ay;IL I >
AU Aq; Hl, Hl).

(2.1). Given a transformation (A; 11 > A';1T')



This fact may immediately be used with Lemma 2.1 to
prove the second statement in this lemma. O

LEMMA 2.7
and a substitution (o : AUA" — A"), the substituted envi-
ronments also form a transformation (cA;oll > ocA’;oll’).
Therefore, given a program g as an expression e that type-
checks under TRANSFORM in an environment E = (A;1I)
(E > FEi by, e: 7 El > FE'), and given a substitution
o : A1 — Ay where A1 WAy is a partition of A, then e also
type checks in the substituted environment cE = (Ag;0ll)
(cE >0F1Fye:or Aok > 0oF).

PRrOOF. Let E = A;II and E' = A’;II'. By definition,
oA;oll > ocA’;oll’ if and only if

VisasorA<,Ar (10
oA; oIl consistent using o1; (A<, Ar)) =
Jar, (w3a bt aA’; oTl' consistent using o1; (A<, AT))

So let us select arbitrary p;a;o1; A<, Ar such that u;a =
o F consistent using o1; (A<, Ar). Then by definition:

a is acyclic
o1:0A — 0
w A0+ ool | 1T
(It Tatom) € 1= F (1) : Tatom
(l:7<l)eAs=(I=<l)€a
t(ve, ... ,vn) EAr = Ab[r1 > v1,... ,rn = |T(t) =
true
If we now define o2 = 010, we can conclude that
o2 : A=
13 A0 F oIl | 11
And therefore,
w; a = A; Tlconsistent using o2; (A<, Ar)
Because A;II > A’;IT’, this in turn implies that
w;a - A’; I consistent using o2; (A<, Ar)
which is to say:
a is acyclic
oa: A =0
5 A; 0 F ool L 1T
(It Tatom) € 1= F (1) : Tatom
(l:7<leAs=(1=<l)ca
twi, ... ,vn) EAr = Al [ri = v, ,rn = u|T(t) =

true

(2.2). Given a transformation (A; 11 > A';TT')

Substituting again with o2 = 010 gives:

o1 :0A" —

w A0 ool J 1T
Therefore, by definition,
HA/T (u;a - oA’; oll' consistent using o1; (A<, A7)

which is what needed to be proven.

Now let E = (A;TI). (E> Ei ko, e: 7+ Ef > E'), and
o: A1 — Az where A W As is a partition of A. As above,
oE > oFEy and oE] > oFE'. Let E1 = (A”;11"). Then
define o' : A1 NA" — (A" = (A1 NA")) as ¢’ = o|a,nar-
By Lemma 2.1, ¢'E1 Fy, e : 7 4 0'E}. But ¢'E1 = oFE;
from its definition, and, as the typing can only introduce
fresh variables, 0'E} = oE;. Thus, cE > ocF1 Fy, e : 7
oF{ > oF’

O

LEMMA 2.8. The following rules hold:

E=F AII> A ) A; )= Ajtrue
AT AT =A; T, T AT =A;-T
A;t(p1y ... pn) =EA;[r1 — p1,. .. 0 — pa]T(L)

(AT > A;T) = (A TT= A ILT) A;—T' > A;T —oIl

A;TLII= AT, T —o 11 AT =A;0—I1

A;0=A;B—oB
REDUCE

A;Bl —OBQ7 (B27B3) —OH4 Z A; (Bl7B3) —OH4

CARVE-OUT
T=k:m7<kANk#kiA...Nk#k,
B={ki:7,...kn:T}

NsK TN\BY, T > Ak 7\ {k:7,B},k:T

Pack
(A; k= ptr(p), [r — p]II) > (A; k : Fr.ptr(r) with II)

UNPACK
r’ is fresh

(A;k = Irptr(r) with IT) > ({r' JUA; k : ptr(r’), [r — ']IT)

PRrROOF. In the proof, we use A = Ar,0’ = o except
when otherwise stated.

E=F
Trivial.
ATI> A0

This case follows immediately since p; A;0 = o@ | {}
is an axiom.

A; ) = Ajtrue
The < direction is already established by the previous
case. The > direction is established by the permission
consistency rule for I' = true.

A;TAT = AT, TV
This case works because both sides require A - I" =
true and A - I = true.



AT = Ay -1

This case works because both sides require A - I' =
true.

Ast(pr,- .. pn) = Asfry = p1, .o orn — pn]T(1)

For the > direction: the left side can achieve consis-
tency only if t(op1,... ,0pn) € Ar, which requires in
turn that A F [r1 — op1,... ,rn — opa]T(t) = true
which (since we assume the correct number of param-
eters to t) is equivalent to A - o[r1 — p1,...,rn —
pn]T(t) = true which is precisely what is needed to
prove consistency of the right-hand side.

For the < direction, let A7 = Ar U{t(op1,...,0pn)},
which is no obstacle to consistency because the right-
hand side requires this fact. With this addition, prov-
ing consistency of the left-hand side is straight-forward.

(AT > A;T) = (A TT= A ILT)

The < direction of the equivalence to prove follows
immediately since removing I" imposes no obstacle to
consistency. For the > direction, the antecedent shows
that T can be found consistent, possibly with a new Ar
that we shall call AL, Now let A = Ar U A%, The
new permissions II, I" are consistent as before and the
expanded A’ will still be checkable since it is com-
posed of parts that were checkable previously.

A; - > AT —oII

This case follows immediately because the left-hand
side requires A - I' = false which enables the right-
hand-side to be proved.

AT IT= AT, —oII

The > direction is similar to the last case, the result
follows since the left-hand side requires A - I" = true.
The < direction is also simple: the right side requires
A+ T' = true and thsu the proof of I' —o Il requires
that we have II, and thus the consistency of the left—
hand side is easily established.

ATl = A0 —oII

This case follows immediately from the consistency ax-
iom for Bs —o II specialized for the case By = ()

wA; By FILY IO
u;A;Blkﬁ)—oHl}fI

A;0=A;B—oB

The < direction is a special case of the second case.
The > direction is handled by constructing a proof
for consistency with one copy of CP-ImMpP (with B; =
0, B> = 0B) and multiple copies of CP-UNION until
we have split the permissions to single keys and apply
CP-IDENTITY to cancel each o against itself.

A; By —0 Ba, (B2, B3) —Il4 > A; (B1, Bs) —-1l4

This rule is a generalization of the linear modens po-
nens rule, which is achieved when B; = Bs = ().
When proving this rule, we may without loss of gener-
ality assume all variables have been substituted away
(A = 0 and o is the empty substitution) because if
there are variables, the consistency rule will immedi-
ately substitute them away.

Now let Bs = {f1,...,08-}, and thus from consis-
tency on the left we have the following facts:

M;A;BuFﬁil}ﬁz B = Z Bi;
1<i<n

M;A;ﬂ17«~7ﬁn7B3FH4~qu4 ﬁ:ﬁzﬂﬂfh

If B, is empty (n = 0), then so must be B; and the
result is trivial. The case for n > 1 can be handled be
repeatedly applying the n = 1 case. Thus without loss
of generality, we may assume n = 1 and thus Bz =
{B}. So to summarize, we have the situation:

w; A; By F B4 Tlo ; A; B, By F Ty ) Ty

ﬁ:ﬁzLﬂfLL

Now we prove by induction over the derivation of the
second rule that whenever we have these three rules,
we also have

p; A; (B, B3) F Iy | 1T

Proving this “mini-lemma” requires that we examine

the following cases for the last step in the derivation

of p; A; 81, Bs 14 |} Tla:

CP-Empty II, = 0 (Impossible)

CP-True II; =T' (Impossible)

CP-FalseImp II; = I' oI’ where A - I' = false
(Impossible)

CP-ImpTrue II, =T —oII’ (Follows immediately by
induction)

CP-Imp Iy = B; —II' (By induction)

CP-Union II, = II;, 115
Here 8 must appear on the left-hand side of one
of the two facts above the line; we use induction

on that one, and the other remains as before, and
the desired result follows.

CP-Identity 8,Bs =1, ={l: 7}
In this case, Iy = 0. Also, we must have g8 =

(I : 7),Bs = 0, which means the required fact is
already established.

CP-Field Here we have

Bi = Z Bl’:T’

:r'<l)eAx R
123 Aa BZ/CT/ F ll : T/ ‘U’ I/
Hll = L‘ﬂ Hl’:r/
(l’:T’%l)EA<A
i A; By b p(l) : 7 LTI : Tatom
wA; By By T LI Wik, W {l : Tatom }

we have two cases, either 3 € B} or 3 € B (or
both). In the former case, that means that 8 €



Byr.rr for some I' : 7" <1 € A<. Then since II; is
disjoint with 1T = II; WII5 W { : Tatom } then it is
certainly disjoint with all the ﬂl/:T/ that partition
IT;. Then by induction for the I’ : 7/ < [ case,
and the associativity of W, we achieve the desired
result.

If on the other hand 3 € Bj, then if 7 is atomic,
we are done since 1T = {}. Otherwise if 7 is
an existential, then we can use induction on the
permissions packed into the existential and again
achieve our result.

Thus with this mini-lemma (which is also used in the
following case), we can now state

w; A; 0+ (By, Bs) —oIly | 11

which enables us to prove consistency of the right-hand
side.

Carve-Out As before, we ignore variables. Now the expan-

sion of the - : -\ {...} adds adoption facts to a linear
implication.

Thus k" : 7\{k1:71,... kn T} bk : 7 < Kk #
k1,...,k # kn where each k has no variables (is a [)
in a consistent state u;a using (A<, Ar) requires

w; A lq :7'17...ln:7'an:':7"U1:I

(Li:m=1U)€e Ax (I:7=1)e A L#1;

Now let {I" : 7" <l € A<} be enumerated in the fol-
lowing order for simplicity (where (In+1 : Tht1) = (1 :

T)):
{biom, oyl Toglng1 t g1y e oo sl 0 T}

Now since adoption is acyclic I’ # I; for any 1 < i < m,
and so the last consistency rule for permissions must
be the one to prove the consistency of k' : 7, which
means we have the following facts:

wA;BiF L 1L

(l12T17...l7L2Tn)=Bo+ Z B;

1<i<m

3 A; Bo b (') - 7 U o : Theom
ﬂ:{l':T'}LﬂrJﬁoLﬂ H—J II;

1<i<m

Of interest here is By11. If it is empty, we can create
Bj = B except for By, = {l: 7}. Now we can easily
prove p; A;l : 7 F 1 : 7 |} {} = II}, and keeping all

other f[; = lﬁli7 we can prove
WA B l}ﬁ;
(li i1, dn s Ty lng1 : Tng1) = Bo + Z B
1<i<m
122 A7 BO F ,u‘(ll) : T/ ‘U ﬂO : Talxtom
O T O A W

1<i<m

wy ALl :7'17...ln:7'nFl':7"iLfI'
w AR (L7l IT1,...lnITn)—OllIT/~U,ﬂ/

l u;A;Fh:nUfh
w; A (L1l :Tl,...ln:Tn)—ol':T’,l:Tl)ﬂ’:f[

which permits us to prove consistency of the right-
hand side.

But suppose Bj,+1 is not empty: Bny1 = I; : 7, B”.
In that case, we use the mini-lemma from the previous
case to convert

w A By Ly U

w Al 7, B FliT ) ﬁn+1 IQI;H = ij Lﬂf[n“
into
w; A; By, B H1:r LTI, 44
to which we add the axiom
AL Ty b} =105

and produce a new proof of our original fact using

w1 = Bj, B, Bj = {l; : 7;}, I} = {} and all the
other B} = By, I} = Il,. If this new B, is still not
empty we can repeat this process. Eventually because
of linearity (we have a partition) and finiteness, we end
up with a B}, ,; which is empty and can proceed.

Pack (A;k : ptr(p), [r — p]II) > (A; k : Ir.ptr(r) with II)

Let | = ok. Associativity of uplus and consistency on
the left requires that we have the following facts:

w A0 7 I I, = H—J I

VT’ <1
Ay 0 p(l)  ptr(op) 4 {} : ptr(op)
15 A; 0+ o[r — p]IT |} IT3

I =1 w{l:ptr(op)} W Il3

Furthermore, this element of the flattened permissions
I : ptr(op) ensures that u(l) = op, some object refer-
ence, we call v.

Now since r is fresh, ofr — p]ll = [r — oplo, 1l =
[r — v]o.II, where or = 7,7" # 1 = o7 = or’, and
thus

w; A0 [r — v]e I | 115
w; A0 F vz o(3r.ptr(()r) with 1) | T3




which permits us to prove the consistency of the right-
hand side.

Unpack

! .
r’ is fresh

(A k2 Ir.ptr(r) with II)

Let | = ok. For consistency on the left we must have
used CP=FIELD and thus have the following facts:

w A0 I

A1 = L‘d fIl/:.,./

V7' <1
w; A; 0 F p(l) = o(3r.ptr(r) with 1) |} [T : ptr(op)
I =11, Wil & {l : ptr(op)}

Furthermore, this element of the flattened permissions
l : ptr(op) ensures that u(l) = op, and both equal
some object reference, v.

Let 0’ = o[r’ — v]. Trivially ¢’ D 0. Then, pu; A;0 +
wu(o'k) : ptr(o’r’) § {} : ptr(v). We can use this with
the first two facts above to get:

s A0 o (k :pte(r) J 1L @ {t:ptr(c’p)} (%
(As o and ¢’ differ only on ' (fresh) op = o'p.)
The third fact, in turn, requires that
w A0 F [r — v]oll ) Iy
But this is identical to
w A0 o ([r — T/]H) [} 1, (")

The facts * and *' can be combined using CP-UNION
to get:

w A0 o' (k= ptr(r’), [r — '] |}

I w1l w {l : ptr(a'p)}

The union of disjoint sets is well-defined as it dupli-
cates that used to define II above.

LEMMA 2.9. Given a type-checked program g (F g : w),
an expression e that type-checks in a variable-free environ-
ment E = (0;11) (E Fy e: 7+ E", E' = (A";11"), we
do not require A" = 0) and a memory and adoption infor-
mation consistent with E (u;a - E consistent), then either
e is a value or there exists an evaluation step ((u;a;e) —4
(15" a’;e’)) and for any such evaluation step, there exists a
substitution (with absolute addresses) on some of the new
type variables o : A — () where A C A" such that the re-
sulting exzpression type-checks in a new environment E' =
(0;T1") with the substituted result (E' Fo, € : o1 4 A" —
A;0Tl"). In addition, the witness A’ for the new consis-
tency will include everything in the witness of the origi-
nal consistency A ( Az C AL, Ar C A%), and further-
more the new flattened permissions will only include loca-
tions fmm the old permissions or newly allocated memory:
Dom(IT') N Dom(u) C Dom(IT).

> ({r'} Uk ptr(r), [r — r]T0)

PROOF. Let o and A be the (original) witnesses of con-
sistency. We prove the result by induction over the typing
derivation. with the following case analysis:

Unit,Num,True,False,Address

For all these cases, e is a value, and thus the result is
vacuously satisfied.

Plus ej+es

If both e; and es are values, then they must be integer
constants and evaluation to another integer constant
is immediate. The memory hasn’t changed and typing
is assured and thus we choose the same environment
E' = E, an empty substitution ¢ = [] and use the
same witnesses for consistency.

If e is a value but ez is not, then we get an evaluation
and the new environment and witnesses by induction.
Since e; is a value, its typing is assured and we can
form a typing of all of ¢’ with the new environment.

If e1 is not a value, then by induction, we get a new
environment E’ and substitution o with witnesses for
the consistency of the memory after the evaluation of
e1. Thus we have evaluation of e and using the substi-
tution lemma can type ez in the (substituted) output
environment from e’.

Equal e;=e2

Analogous to the case for PLUS. Here we use the fact
that substitutions on atomic types always yield atomic
types, in fact types that are storage compatible, thus
enabling us to preserve the typing 71 ~ 72.

Read e;.f

If e; is a value, then it must be an object v, and 71 =
ptr(rv). We must have therefore Il = v.f : 7\ {B},II;
where 7 is an atomic type. By consistency, we know
that uy; A;BFuv.f: 7l II; where IT; C IT used check n
for consistency, and where every 8 € B, we have (8; <
v.f) € A< and thus for every 8; = [l; : 7; we have (I; <
v.f) € a. By the acyclicity of a, this means I; # v.f,
and thus the only rule for consistency is the final one,
which (since 7 is already atomic) requires that II; 3
v.f : 7. Thus the rule for consistency requires that
w(v.f) : 7. Given these facts, we can determine that

evaluation to (u;a;e’) is assured where ¢/ = u(v.f).
Now let E' = E,0 =[], and so E +, ¢ : 7 4 E”
is true. Since we have u' = u,a’ = a, consistency is

checking the same values.

Otherwise if e; is not a value, then the result follows
by induction.

New new{f; | 1 <i<n}

In this case, we have 7 = ptr(r) for a fresh variable
r. Since we assume p is finite while the set of ad-
dresses is infinite, evaluation is assured to a new state
(1'5a’;€’) where o' = a,e’ = v. Now let 0 = [r — V]
be a substitution that replaces the fresh variable with
v, and thus o7 = ptr(v). Now let E' = oE"; it is
clear that £’ -, € : 7/ 4 E’, and thus all we need
to prove is the preservation of consistency. The new
set of permissions II' has additions for the newly allo-
cated fields: {v.f1 :7p,,...v.fn : 75, }. Now the eval-
uation ensures us that v.f; € Rng(a = a’), and thus



wia 0 F v fi sy U {v.fi: 71, }. Next we check that
these flattened sets are disjoint with the flattened per-
missions from the original II. Since these permissions
were consistent with p, and because that means p must
be defined on the locations in these flattened sets, and
because the evaluation rule ensures that pv.f was not
defined for any f, we get the desired result. We note
that this meets the requirements on the domain of the
new flattened permissions. Finally, we need to check
the full flattened permission set against p’. It is only
changed for the new locations, so it remains consis-
tent with the original flattened permissions, and the
changes of evaluation gives it exactly the correct val-
ues that correspond to the fields’ initial types and thus
we are done.

Write e;. f:=e2

For this type rule, the type of the pointer e; is ptr(p)
and the type 7 of new value is storage compatible with
7' the type recorded for the field in the permission. If
e1 and ez are both values, then e; must be an object
reference v. As with the rule for READ, consistency
requires that F u(v.f) : 7/ and 7’ is atomic. We also
have that - ez : 7, the value is of the required (atomic)
type. Since the type rule requires 7 ~ 7;, we have
ez ~ vy and thus we have progress to (p;a; ()). Let
E' = E”, and thus E’ +, () : unit 4 E” follows im-
mediately. Now, because of the union of disjoint sets
computing I, IT; must not flatten to include a require-
ment that u(o.f) has type 7/, and thus changing the
type of this field will not cause problems, and indeed
the new type now matches what is in the store, and
so we have consistency. The domain of the flattened
permissions remains the same as before.

If e1 is a value, but not ez, the desired result follows
immediately by induction. If e; is not a value, again
we use induction, and then also the substitution lemma
to achieve the required result.

Seq e;;es

If e; is a value, then since it must have unit type, it
can only be () and thus we have one step of evaluation
to (u;a;e2). The type rule permits us to write E k.,
e1 : unit 4 By ko e2 : 7 - E2 and since e; = (), we
have £1 = E. Let E' = E = E; and then typing is
preserved trivially. Consistency is also preserved since
no part of the relation is affected by evaluation.

If e; is not a value, then the result follows through
application of induction and the substitution lemma.

If if eg then e; else es

If ep is a value, then since the type is boolean, it must
be true or false. In the former case, we have eval-
uation immediately to (p;a;e2). Now we know that
E ., e :bool 4 E' -, e; : unit 4 E; and E' = E,
and also that E” = E; V E, which means E1 = 01 E”,
and thus the substitution we use is ¢ = o1. Thus
we have the typing result needed, and since memory
and environment are unchanged, consistency is also as
needed. The case for eg = false is analogous.

Now if ep is not a value, we can use induction and
the substitution lemma (including the part that says

that substitution carries over V) to achieve the desired
result.

IfEqual if ep=e; then ez else es

If both ep and e; are values, then given their types,
they must be v1 and vz respectively, and their types
must be ptr(v1) and ptr(rz2). Now the type rule ensures
that es type checks in an environment in which the
equality is assumed and e3 in the environment where
they are assumed not equal:

A = v, [Ty eo :unit 4 EoAjvg # v, Il e3:

unit 4 E3E” =FE>V E3

If the objects are indeed equal, we have immediate
progress to if true then ey else es. Furthermore,
(it can be easily shown), the equality fact adds no
information and can be dropped, and thus we have
FE by ez : unit 4 E3. By the definition of V, we have
FEo = 02F" and thus E F,, es : unit 4 ¢ E” which is
precisely what we need to use IFTRUE to type-check
the new program. Since the store and environment
are unchanged, consistency also follows. Thus we have
achieved the desired result. The case for inequality is
completely analogous.

If either eg or e; is not a value, then we can use the
inductive hypothesis and straightforward reasoning af-
terwards.

IfTrue if true then e; else es

Trivial.

IfFalse if false then e; else es

Trivial.

Call call p

The type rule, PRoCc and PROGRAM, ensure we have
the following facts:

E = 0;01111,1I35
E' = At o1, I3
w(p) = VA1.II; — FAs.02112
o1: A1 — 0
Ay fresh
o2 : A — Ao
Aq;1I Fo g(p) : unit A Al 030010

AlNAy =10

03 : Ay — A}

In particular, we know that g(p) is defined and thus we
have immediate progress to (u; a; g(p)). By application
of the substitution lemma (for o1) and the widening
lemma (adding IIs to both sides), we achieve

EF, g(p) : unit 4 01AL; 010302112, 115

Since o1 is idempotent and neither o2 nor o3 have any
effect on variables in A; (A; must be disjoint with



both Az and with fresh variables Ay), o10302Il2 =
o10302(011l2). Let 0 = 010302. Now 0 Ay = 0103021 =
0103As = o1 A} and thus since I3 has no free vari-
ables, the previous typing can be written E F, g(p) :
unit + oE” which is the required type preservation.
Consistency is preserved trivially since the input en-
vironment E’ = E, memory and adoption are all un-
changed.

Nest nest eg.fo in e1.f1

If both ep and e; are values, then the typing rules re-
quire (using the unstated canonical forms lemma) that
they they both be objects v and v’ respectively, and
thus we have immediate progress to (u;a’; ()) where
a =aU{(of) =< (0, f)} Typing is preserved too
using B/ = E” and UNiT: E' F, O : unit 4 E”.
Preservation of consistency is more interesting. The
starting permissions are

M= ((:nlZ£ULAN...ANl#),
UVer\{li i1,y s e}, I

Consistency in the original state gives inequalities (which
we do not need for this lemma) and also the following
(we may need to use the associativity and commuta-
tivity of + and W to rearrange the consistency proof
to have this shape):

w AL T T,

w; Asly 7ln:TnFl':T'l}fIg

Tlye--

/J,;A;@}—Hlll,ﬁl ﬁ:ﬁlﬁdﬁzLﬂﬁ;g

Furthermore, we have a 3 (I; <) for all 1 <4 < n.
Since the adoption relation cannot be cyclic the consis-
tency rule for the second consistency fact above cannot
be the self-canceling one, and must instead use adop-

tion. Now if ! < I using our original adoption relation,
then the consistency proof for the first consistency fact
above would include a subrule pu; A;0 = 1" : 7" | 11,
but then II,, would include I’ : 7%, whereas II3 >
I : Thiom. If these atomic types are the same, then the
union of disjoint sets operator will fail at some point. if
they are different, then u(l) will be required to match
two different atomic types, which is not possible. Thus
the new addition to a cannot cause a cycle. Now de-
fine A, = AL U{l:7 <1} and thus matches a’ as
required for consistency. It remains only to show that
we can form the new set of flattened permissions and
that this set has no more requirements upon p than
did the previous set.

We consider two cases: whether or not the location
was already adopted with this type: [ : 7 < I’ € Ax.
If it was already adopted, we have A, = A<,a’ = a
and thus there is no change in the consistency proof
and thus we have p; A'; 1y : 71, .. O Y (R AN
II3 and thus, the consistency proof simply produces a
smaller set than it did before, and thus consistency is
preserved.

Otherwise, first we note that u; A;0 11, | I1; cannot
depend on the absence of the new adoption fact. This
is due to the ways in which adoption facts are used. In
particular, a fact permission w = I' can never depend

7ln

on the absence of an adoption fact. Similarly for the
case m = ' —oIl. And the only other place adoption
is used is when we use the consistency rule CP-FIELD.
If the consistency proof for II; uses this rule and de-
pends on the presence or absence of [ : 7 < I’ then
the resulting flattened permission set must include an
element of the form I’ : 7/}, which would have caused
consistency problems as described previously. Thus we
conclude p; A"; @ =11 | II;.

Next, the new application of CP-FIELD for I’ : 7/ is
completed by adding the subgoal p; A0+ 1 : 7 I,
which means that we have:

w Al T i Ta FU o7 U T W,

/J,;A,;@Frh»ufh ﬂ/:ﬂltﬂﬁgtﬂﬁz

This set is the same as before and thus consistency is
preserved.
Transform E>E F,e: 74 FEy; > E”

If e is a value, we are done. Otherwise, we have progress
by induction (p;a;e) —4 (1';a’;e’), and also have
Ei and o where Ef F, € : 7 4 ocF2 and p';a’
E’consistent. Now by the substitution lemma, o E2 >
o E” and thus we can apply TRANSFORM again to achieve:

E{zEU—we/:T—(UEQEUE”

which is the required result. The set of flattened per-

missions is always a subset of the original ones (Lemma 2.4)

and thus the domain requirement is met.

O

LEMMA 2.10. Given a type-checked program g (F g : w),
an expression e that type-checks in a variable-free environ-
ment O;I1 F, e : 7 4 E”) and a memory and adoption
consistent in an environment with more permissions (u;a b
0; I, I11 consistent), then the evaluation of the expression
(if any) will not read or write any field mentioned in the
flattening of the extra permissions (ﬁ+ ).

ProOF. First we note that consistency requires first that
Dom(IT) U Dom(I1;) € Dom(x), and second that the two
sets of (flattened) permissions refer to different segments of
memory: Dom(IT) N Dom(IT;) = . Otherwise, either they
would have overlap (and have the union of disjoint sets be
undefined) or they would have conflicting requirements on
the store which would make consistency impossible.

Now the statement is trivial if evaluation is already com-
plete (e is a value). Otherwise, we proceed with induction
over the length of the evaluation sequence, by first showing
the result for one step of evaluation and then showing that
we can re-establish the conditions of the lemma.

First, however, we observe that if if we type a value v
(E ko v : 7 - E') then the resulting flattened set of per-
missions for any consistent memory will be a (possible im-
proper) subset of the original flattened permissions I C
II. This follows because the five rules specifically for val-
ues UNIT/NUM/TRUE/FALSE/ADDRESS make no change in
the environment at all, and the only other one TRANS-
FORM (which may be applied an arbitrary number of times)
can only produce a subset of the flattened permissions (by
Lemma 2.4).



If evaluation proceeds for one step Evalu;aep’;a’e’ let 11
be the flattened permissions before evaluation. We make
a simple proof by induction over the typing of e that any
location [ read or written in the evaluation will be present

in the flattened permissions: | € Dom(1I):

Unit/Num/True/False/Address No evaluation possible.

Plus ei+es

If e;1 is not a value, then the next step of evaluation
will evaluate e;. The environment used in the typing
of e1 is same as the environment for e and thus the
result follows immediately by induction. Otherwise, if
it is a value, but ez is not, then we see that the flat-
tened permissions for teh environment used to check e2
are a subset, and thus the result follows by induction.
If both e; and eq are values, then they must be inte-
ger constants, and thus the evaluation does not access
memory at all.

Equal e;=e2

Analogous to PLus

Read e;.f

If e1 is not a value, then the result follows by induc-
tion (there is no change in environment). Otherwise,
e1 must be a value of type ptr(v) (given that the en-
vironment is empty). Now F1 (the environment after
typing the object) must either be the same as E, or
must be a transformed version of E. In either case, it
must have an empty A, and its permissions I1; must
include v.f : 7\ {...}. Using a similar process as was
used for the proof of progress, we can show that the
flattened permissions II; must include v.f : 7. Thus
it must be in the flattened permissions for the original
environment II.

New new { ... }
This construct does not access any existing memory
locations when evaluated.

Write e . f:=e2
Analogous to READ

Seq e;;es

If e1 is a value, then it must be (), and thus evalu-
ation goes forward without any read or write effects.
Otherwise, the result follows by induction.

If/IfEqual if eo then e; else e2

If eg is a value, then it must be a boolean constant and
evaluation proceeds without affecting memory. Other-
wise the result holds by induction.

IfTrue/IfFalse/Call Evaluation doesn’t use memory.

Nest nest eo.fo in e1.fi

If eo is not a value, the result follows by induction.
Otherwise, it e is not a value, the result follows by in-
duction once we take into account possible application
of TRANSFORM, which as we have seen allow us to to
achieve our result still.

The interesting case is the one in which both are val-
ues. Now, the permission required (possibly after trans-
formation that only reduce the flattened permissions)
ensures thatr the flattened permissions will include the
two locations of the nesting expression, and thus the
lemma is proved.

Transform E > EiF,e: 74 Ey > E”

By induction the result is true for £; and then because
of Lemma 2.4, must be true for £ as well.

Now we use the preservation aspect of Lemma 2.9 to get
0; ' o, €' : 7 4 o E”, where Dom(II') "Dom(u) € Dom(II).
Now since Dom(I1) € Dom(u) and as shown above Dom(IT)w
Dom(IT;) C Dom(u). As a result, we get that IT' @ T
is well defined. Finally this union of disjoint sets is con-
sistent with p’ because the first part is already consistent
(by preservation), and the second part (which was consis-
tent with p) only puts requirements on locations that are
not allowed to be modified in evaluation (by this lemma).
Furthermore, evaluation only adds things to a, never re-
moves them, and because consistency of permissions never
depends on the absence of adoption information, we have
w';a’ =T T4+ consistent, which preserves the conditions of
this lemma for another evaluation. O

THEOREM 2.11. Given a type-checked program g (& g :
w), two expressions ei, ez each of which type-checks in a
variable-free environment 0;11; Fo e; : unit - E{) and a
memory and adoption consistent with the combined environ-
ments: (u;a = O;111, > consistent), then when evaluating
the expressions in sequence ei;ez no state will be accessed
by both expressions.

PROOF. Preservation and widening ensures that when we
finish evaluating e;, we have a substitution o1 : A} — @ for
which 0; 01114, I F,, ez : unit 4 Ab; 01115, I15. Then we ap-
ply Lemma 2.10 to ensure that evaluating ez does not access
anything in [T} (the flattening of o1} ). Furthermore, this set
does not include any values for locations in Dom(ﬁg). On
the other hand, if we follow preservation step by step, we see
that the evaluation e; only accessed locations in Dom(f['l).
Thus the two expressions are separate. o



